
 
SCHOOL OF COMPUTING, ENGINEERING 
AND INFORMATION SCIENCES 

 

MSc Informatics 

CG001 Dissertation 
 
Sardar Jaf 
 

How Can Cryptosystem and the Use of Dongles 
Improve the Security of Backup Files on Servers 

 

2010/11 



1 
 

 



2 
 

Declaration 
I declare the following: 

1. that the material contained in this dissertation is the end result of my own work 

and that due acknowledgement has been given in the bibliography and references 

to ALL sources be they printed, electronic or personal. 

2. the Word Count of this Dissertation is 14526 

3. that unless this dissertation has been confirmed as confidential, I agree to an 

entire electronic copy or sections of the dissertation to being placed on 

Blackboard, if deemed appropriate, to allow future students the opportunity to 

see examples of past dissertations.  I understand that if displayed on Blackboard 

it would be made available for no longer than five years and that students would 

be able to print off copies or download.  The authorship would remain 

anonymous.  

4. I agree to my dissertation being submitted to a plagiarism detection service, 

where it will be stored in a database and compared against work submitted from 

this or any other School or from other institutions using the service.   

In the event of the service detecting a high degree of similarity between content 

within the service this will be reported back to my supervisor and second marker, 

who may decide to undertake further investigation that may ultimately lead to 

disciplinary actions, should instances of plagiarism be detected. 

5. I have read the UNN/CEIS Policy Statement on Ethics in Research and 

Consultancy and I confirm that ethical issues have been considered, evaluated 

and appropriately addressed in this research. 

 

Signature: 

Date:  

 



3 
 

 

 Acknowledgements 

 

The author would like to thank Michael Brockway for his supervision and guidance 

during the project life cycle. The author would also like to thank David Gee for his 

help as a second marker. Thanks also due to my family and friends for their support 

and help during the course of this project. 

 

 



4 
 

Abstract 
This project focuses on finding the possibilities of using current advanced 

cryptosystems and dongles to improve the security of stored backup files on 

allocated remote servers. Secret key and public key cryptography are discussed A 

number of advanced cryptosystems are identified, and their advantages and 

disadvantages are highlighted. A number of issues with using dongles to protect file 

security are identified, and the strengths of the chosen dongle for the prototype 

system are highlighted. A product prototype is developed to assess the contribution 

of cryptosystems and dongles to improve file security. 

The findings from the literature review show that cryptosystem can be used to 

improve file security. However, the findings indicate that dongles may not be a viable 

solution to protect files from unauthorised access due to general issues associated 

with dongle-protected software. The results from the prototype system indicate that 

using cryptosystems are beneficial to improving file security, and no known issues 

were identified with using a dongle to protect the system from unauthorised access. 

Therefore, the use of cryptosystems and advanced dongles can be used to improve 

the protection of remotely stored backup files.  
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1 Introduction 
The main objective of this research is to find out how cryptosystems and dongles can 

be used to improve the security of remotely stored backup files. The main two types 

of cryptography are identified and their advantages and disadvantages are 

highlighted. After a number of currently used advanced cryptosystems are identified 

and discussed, the Rijndael cryptosystem is selected for implementation in the 

product prototype due to its strength in protecting files in comparison to the other 

cryptosystems. The positive and negative impacts of using a dongle as hardware to 

protect system access from unauthorised users are also highlighted. 

The paper identifies the system requirements that are required to develop a 

prototype system to examine the possibility of using the identified technologies to 

protect backup files stored on remote servers. The literature review indicates that 

cryptography could be used to improve file security. However, the findings indicate 

that using dongles can introduce a number of issues that cause threats to file security 

due its vulnerability against attacks. However, the outcome of the tests performed on 

the developed product indicates that the identified issues with dongle 

implementation can be avoided. Furthermore, it proved that using a dongle for user 

authentication could be beneficial. 

The paper is structured as follows. The objective of chapter two is to identify a 

number of popular advanced cryptosystems. The selection included candidates of the 

Advanced Cryptography Standard (ACS) such as Twofish and Rijndael. The strengths 

and weaknesses of the selected cryptosystems are highlighted. The chapter 

concludes by selecting Rijndael for implementation in the prototype software due its 

advantages over other cryptosystems. 

The main aim of chapter three is to identify the benefits of using cryptosystems to 

improve the security of files; it also discusses a number of issues that may cause 

threats to file security. The goal of chapter four is to identify and discuss some of the 

main issues of using a dongle for system-user authentication, and also to identify the 

main features of the dongle selected for implementation in the prototype system.  
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The system requirements identified in chapter five are divided into two main 

categories: functional requirements; and non-functional requirements. The 

functional requirements focus on delivering the tasks that the system must perform 

to fulfil a user goal. The non-functional requirements focus on identifying a number 

of possible features for the system in order to improve its reliability, usability and 

accessibility. In chapter six a number of Unified Modelling Language (UML) diagrams 

are used to model the prototype system in order to gain an overview of the system 

functionalities in terms of operation and interaction with system users. It also 

includes the design of the user interface, database implementation, and the selection 

of a programming language for system implementation. A number of test cases are 

created in this chapter in order to test the developed system; the results are used to 

evaluate the system. 

Chapter seven covers the strategies used to evaluate the system in order to address 

the hypothesis. The approaches used include evaluating the findings from both the 

literature review and the system test cases obtained in chapter six. The project is 

evaluated in chapter eight by examining the degree of the literature review 

effectiveness in finding answers for the project hypothesis. It also evaluates the 

completeness of the developed product in terms of its strengths and weaknesses and 

its ability to fulfil user requirements. The conclusion provides a summary of the 

works performed throughout the project. It also discusses recommendations for 

future research activities, along with possible developmental work on the product. 

1.1 Aims 

The aim of the project is to investigate the contribution of cryptography and dongles 

to protect the security of backup files on remote servers. The research answers the 

following questions: 

• How does cryptography contribute to improve backup file security? 

• Are dongles (as hardware) a help or hindrance to backup file security? 

• What contribution can a combination of dongles and file encryption make to 

backup file security? 
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1.2 Background 

This project attempts to identify and implement approaches that can improve the 

safety of backup files stored on remote servers. One possible method is by applying 

modern, advanced cryptosystems. Walton (2006, p.97) describes cryptography as a 

mechanism used to protect data stored at its destination. Moreover, Zotos and Litke 

(2005, p.1) further describe cryptography as the process to make data unreadable 

without special knowledge. The objective of such a process is to enable two parties to 

communicate with each other without a third party being able to understand the 

meaning of transferred data. Encrypted data has additional information that is only 

known by the intended recipients and allows them to read file content. During this 

project a number of advanced cryptosystems are identified and evaluated; these 

include Twofish, Serpent, Rijndael, MARS, and RC6, 

However, applying cryptography may not be sufficient to ensure security of the files 

because whilst it makes them harder to read for hackers, it does not prohibit physical 

access to the stored files. Zotos and Litke (2005, p.1).  states that “cryptography 

generally refers to communication between two parties over an insecure channel 

without letting a third party to know what the communication is about” Therefore, 

restricting physical access to backup file by unauthorised users is another aspect of 

this research. A possible approach to enhance physical access to backup files is to 

harness the use of certain hardware such as dongles in order to store the confidential 

access information of the file owners. Dongles can also assist in prohibiting others 

from accessing backup files without providing valid authorisation details. 

The use of dongles for user authentication and access restriction to the prototype 

software is evaluated. The author attempts to identify possible threats to the backup 

files introduced by the use of dongles, and possible methods to solve such threats. 
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1.3 Objectives 

There are six objectives for the research:  

• Identify and review a number of cryptosystems. 

• Identify the contribution of cryptosystems to improve the security of backup 

files. 

• Identify and discuss the contribution of dongles to prohibit unauthorised 

access to backup files. 

• Specify a system to encrypt/decrypt files, establish a connection with an 

allocated remote server to upload/download files, and make use of a dongle 

as core hardware to improve file security. 

• Design and implement a prototype system. 

• Evaluate the contribution of (a) cryptography, (b) dongles, and (c) a 

combination of the two to improve backup file security. 

1.4 Work Done and Results 

The project started by conducting a literature review about the available types of 

cryptography. The current advanced crypto algorithms are identified and their 

advantages and disadvantages are highlighted. A number of issues relating to the use 

of dongles to protect the system from unauthorised access are identified. The 

features of the candidate dongle for implementation in the product prototype are 

identified. 

An analysis of the requirements of the project system is performed; a number of UML 

diagrams are designed in order to gain an overview of the system functionalities. The 

system implementation included the identified requirements using the JAVA 

programming language. Rijndael crypto algorithm is used to encrypt and decrypt file 

contents prior to storing them on an allocated remote server. A MYSQL database is 

used to store dongle and user file data for dongle validation and file management. 

The developed system is tested using white box testing and black box testing. The 

white box testing consisted of unit testing which isolated sections of codes to remove 
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any bugs and errors. The black box testing consisted of a number of test cases 

created to examine the system functionalities to fulfil specific tasks. 

The literature review findings and the results of the tests are used to assess the 

hypothesis. An overall project evaluation is conducted to examine the effectiveness of 

the literature review and the completeness of the developed software in terms 

fulfilling user requirements. A number of recommendations are suggested for future 

work. These consist of further researching the benefits of cryptosystems for file 

security and identifying further issues with using dongles that can be avoided during 

system implementation. Furthermore, using the most modern and advanced dongles 

to overcome the issues identified during the literature review is recommended for 

future implementation of the system. The recommendation also included a number 

of enhanced system features for implementation in the prototype system.  
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2 A Review of Some Current 

Cryptography 
Cryptography is used to encrypt, authenticate or sign data by many people on a daily 

basis; for instance, whenever a mobile phone is used, its authentication by the 

network provider is encrypted, or when a payment is made by using a ‘Chip and Pin’ 

device, a complete cryptography is processed. Such examples indicate cryptography 

is used in everyday life by many people (Ganley, 2006). 

Although cryptography prohibits unauthorised users from understanding contents, it 

may not be sufficient to protect files from destruction. In order to maximise the 

availability of files, their replication on multiple servers can ensure their safety even 

if they accidentally accessed by unauthorised people. (Kallahalla et al., 2003) 

One possible approach to overcome the problem with file deletion is by placing 

revocation mechanisms on servers; for example, common revocation schemes rely on 

the server checking for user group membership before granting access to files. 

Therefore, user authentication to check the user’s identity prior to accessing files is 

necessary. 

Despite the benefits offered by cryptosystems to protect files from hacking and other 

undesired actions, there are a number of disadvantages to using them. For instance, 

by applying the same key to encrypt several files, then all these files may potentially 

become vulnerable against known plaintext and known ciphertext attacks. However, 

(Kallahalla et al., 2003, p.29) states that this problem can be avoided if filelockbox 

keys are used and therefore the real file encryption keys are different for each file; 

the lockbox can then securely hold the different keys. 

 (Menezes et al., 1997, p.4) states that the goals of cryptography are to provide data 

integrity, user authentication, data confidentiality and non-repudiation. These four 

features are used in this project to protect backup files from potential attacks. A 

definition of each is as follows: 
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Confidentiality: The confidentiality of backup file helps to keep the contents 

unintelligible for all but authorised people. Therefore, if any file is obtained by 

unauthorised people it will be unreadable. 

Data Integrity: This feature of cryptosystems helps to prevent unauthorised 

alteration of file contents, such as inserting new content or delete content. 

Authentication: This crypto feature helps identify those who try access to backup 

files. For example, if a user requests a copy of a file, their identity will be checked to 

validate if the person is authorised to obtain the copy. 

Non-repudiation: This feature helps to prevent an entity from denying an action 

previously taken on a file. 

2.1 Types of Cryptosystems 

Two main types of cryptosystems are used to encrypt and decrypt data. These are 

briefly discussed below. 

Secret Key Cryptography: This type mainly uses the same key to encrypt and 

decrypt data by both senders and recipients. The sender normally obtains a copy of 

the recipient’s private key to encrypt data and send it; the receiver will then use the 

same key to decrypt it. 

Public Key Cryptography: The key used to encrypt data differs from the key used to 

decrypt data. The sender encrypts data with a key that is known to all and belongs to 

the recipient; however, the recipient uses a different private key to decrypt the 

received file. 

2.2 Secret Key Cryptography 

Secret key cryptography is also known as symmetric cryptography. Symmetric 

cryptography uses the same key to encrypt and decrypt data. In symmetric key 

cryptosystems, the sender will first encrypt the message with his/her private key, the 

data is then sent to a recipient. The recipient will use an identical version of the key 

to decrypt the data which has previously been obtained from the sender. The 

recipient will use the same key to respond to the recipient. Thus, the same key is 

used for encrypting and decrypting a file in symmetric key cryptosystems. 

http://en.wikipedia.org/wiki/Symmetric_key_algorithm
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Secret key is generally categorised as stream ciphers and block ciphers, they are 

briefly described below: 

Stream Ciphers: data are encrypted bits by bits in these types of ciphers and they 

are more appropriate in certain conditions. (Menezes et al., 1997, p.196) describe 

them as an important class of encryption algorithm, they encrypt one character of a 

plaintext message at a time, and therefore, they are more appropriate when buffering 

is limited or characters must be encrypted individually. 

There are different types of stream ciphers, however, the main two types are self-

synchronising stream ciphers, and synchronous stream ciphers: 

• Self-synchronising Stream Cipher: Each bit in the keystream is calculated as 

a function of the previous n bits in the key stream, the decryption process 

could stay synchronised with the encryption process by knowing how far into 

the n bits keystream it is. However, a failed bit in transmission may result in n 

failed bits at the receiving side. (Menezes et al., 1997, p.196). 

• Synchronous Stream Ciphers: In this kind of stream cipher, the generated 

keystream is independent of the message stream but it is using the same 

keystream generation function at sender and receiver end. (Kessler, 2010). 

Block Ciphers: These types of ciphers convert groups of characters from plaintext to 

ciphertext by using a fixed encryption transformation.  (Menezes et al., 1997, p.191) 

defines block cipher as a function which maps block length plaintext blocks to block 

length ciphertext blocks. The key in block ciphertext is generally selected at random. 

It avoids data expansion because it uses plaintext and ciphertext as blocks of equal 

size. Block ciphertext operates in four main modes, those are described briefly below: 

Electronic Codebook (ECB): In this mode, which is the simplest, the secret key is 

used to encrypt plain text block to create ciphertext block. Each block is enciphered 

independently from other blocks; therefore if an error occurs in one block it will not 

affect other blocks. However, ECB is not recommended for large file content because 

block ciphers do not hide data patterns from other blocks, therefore, identical 

ciphertext blocks imply identical plaintext blocks. (Menezes et al., 1997, p.228). 
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Cipher Block Chaining (CBC): Plaintext blocks may produce identical ciphertext 

blocks if the same key and initialisation vector are used. Changing the initialisation 

vector, key or first plaintext cipher will result in a producing different ciphertext 

blocks. In CBC there is a chaining dependency between blocks; therefore, a single bit 

error in a ciphertext block may affect the deciphering of the block and any dependant 

blocks. (Menezes et al., 1997, p.230). 

Cipher Feedback (CFB): This allows for encrypting data in units smaller than block 

size. This mode of ciphering is useful if used in applications to encrypt interactive 

terminal input. It is similar to CBC in terms of chaining dependency. (Menezes et al., 

1997, p.231). 

Output Feedback (OFB): This mode uses an internal feedback mechanism which is 

independent plaintext and ciphertext bit stream, this mechanism prevents the same 

plaintext block from generating the same ciphertext block. This mode is 

recommended to be used if error propagation avoidance is required in applications. 

(Menezes et al., 1997, p.232). 

2.2.1 Advantages of Secret Key Cryptography 

The advantages of secret key cryptography are:  

• Very fast relative to public key cryptography. 

• Considered secure, provided the key is relatively strong. 

• Widely used and very popular 

2.2.2 Disadvantages of Secret Key Cryptography 

However, the disadvantages of secret key cryptography are: 

• Both parties (the sender and recipient) must know the secret key before data 

transmission, this feature makes systems difficult to use, and the key cannot 

be transmitted openly because it would compromise the system security. 

Stinson (1995, p.155) confirms that using secret key cryptography require the 

communication of the secret key between the sender and the recipient using 
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unsecure channel before any cipher texts are transmitted, which could very 

difficult to achieve. 

• The administration of secret key based system may become impossible to 

manage as the number of keys escalates rapidly if every host needs to 

communicate to every other host. Meltzer and Baker (2001, p.158). 

• (Kessler, 2010) states that careful distribution of secret keys is crucial 

because their distribution is security critical which is the biggest difficulty in 

using secret key cryptography. 

• It is error propagation; a garbled bit in transmission will result in n garbled 

bits at the receiving side. (Menezes et al., 1997, p.196). 

• Secret key cryptography cannot be used for non-repudiation.  Non-

repudiation can only be used with a trusted third party. Meltzer and Baker 

(2001, p.63). 

2.3 Public Key Cryptography 

This type of cryptography, which is known as asymmetric cryptography, uses 

different keys to encrypt and decrypt data. Using public key cryptography, a message 

sender encrypts data using the recipient’s public key; the receiver will then decrypt 

the data using their own private key.  

To analogically demonstrate this, imagine Alice and Bob sending a secret message via 

Royal Mail. Alice would like to send a secret message to Bob, and expects a secret 

response from Bob in return. In public key cryptosystems, Alice and Bob each have 

their own padlock. One way they may communicate securely over an unsecured 

channel (such as using Royal Mail service) is that Alice may ask Bob to send her his 

open padlock via Royal Mail while Bob retains the key to the padlock. Alice receives 

Bob’s opened padlock, uses it to lock a box containing her secret message, and sends 

the box to him, Bob can then open the padlock using his key and read Alice’s 

message. To reply to Alice, Bob must similarly have received Alice’s open padlock 

prior to responding to her message. He locks the box with Alice’s padlock and sends 

the box containing his reply to Alice via Royal Mail. 
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Alternatively, Alice may send Bob a message locked in a box using her paddock, Bob 

receives the box and applies his padlock to the box and sends it back to Alice. Alice 

will then remove her padlock from the box and sends the box back to Bob with Bob’s 

padlock on it. Bob will then receive the box, unlock his padlock with his key and read 

the message. 

Electronically, Alice may encrypt her message using Bob’s public key and sent it to 

him by email, Bob can then use his private key to decrypt Alice’s message and read it. 

2.3.1 Advantages of Public Key Cryptography 

The advantages of public key cryptography are: 

• Compromise: One of the main advantages of public key cryptosystems is that 

if the public key of one recipient is compromised by an interceptor, only that 

file can be read, deleted or modified; other file will remain secure as their 

public keys are different from the compromised public key. 

• Confidentiality: Data encrypted by a sender with a sender’s private key can 

only be decrypted by the recipient’s paired public key. 

• Authentication: A digital signature in the asymmetric cryptosystem is used to 

authenticate the sender’s identity and non-repudiation. Senders compute a 

digital signature and send it along with the message to the recipient. The 

digital signature can only be computed with the knowledge of private key. The 

recipient can verify the message by using the corresponding public key. 

• Considered Very Secure: No form of secret sharing is required, thus 

reducing key administration to a minimum. 

• Supports Non-repudiation: The number of keys managed by each user is 

significantly less compared to secret key cryptography. 

2.3.2 Disadvantages of Public Key Cryptography 

However, the disadvantages of public key cryptography are: 
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• Digital signatures in public keys are only valid for a certain period of time, 

typically several years. Therefore, associated private keys must be kept secure 

during that time. If a private key used for certificate creation higher in the PKI 

server hierarchy is compromised or accidentally obtained, then interceptors 

may be able to launch attacks making the certificate insecure. 

• Significantly slower than secret key cryptography. 

• The cipher text is much larger than the plaintext, relative to secret key 

cryptography. 

• Considered computationally costly. 

A number of public key cryptography were selected for the Advanced Encryption 

Standards and they offer a variety of benefit to improve the security of backup files, 

those cryptosystems are identified and evaluated below: 

2.4 Current Advanced Cryptosystems 

In this section, some of the advanced cryptosystems are identified and evaluated in 

order to select a suitable algorithm for implementation in the product prototype of 

this project, those algorithms are listed below: 

2.4.1 Rijndael 

The Rijndael algorithm was first adopted in 2000 by the US National Institute of 

Standards and Technology as the Advanced Encryption Standard (AES). Rijndael is an 

iterative block cipher which supports variable block length and key length. Variable 

block and key length could be independently specified as 128, 192 or 256 bit and it 

has a variable number of iterations of 10, 12 and 14 for key lengths of 128, 192 and 

256 respectively. (Youssef and Tavares, 2002). 

A round transformation of three distinct invertible uniform transformations (layers) 

is used in Rijndael. A very fast implementation on processors with word length 32 or 

more, could be achieved by using the different steps of round transformation which 

could be combined in a single set of table lookups. (Daemen and Rijmen, 1999) 
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Rijndael offers a number of advantages. Firstly, it can be implemented to run at a 

faster speed than a normal block cipher on Pentium processors; however, there are 

tradeoffs between table size/performance. Secondly, it can also be implemented on a 

smart card with little amounts of codes to be written. Thirdly, it requires little 

amount of RAM and uses a small number of cycles; however, there are some 

ROM/performance tradeoffs (Daemen and Rijmen, 1999). Finally, in terms of the 

security aspect, a large number of candidates who tested Rijndael, they acknowledge 

that Rijndael fall into a ‘no weakness demonstrated’ category. (Daemen and Rijmen, 

2002). 

However, despite the advantages, there are a number of limitations. For example, the 

inverse cipher is less suited to implementation on a smart card than the cipher itself. 

Therefore, it takes more codes; however, it is still faster than other ciphers, and this 

project does not make use of smart card. Moreover, the cipher and its inverse make 

use of different codes or tables in terms of software. In terms of hardware, the 

inverse cipher can only partially re-use the circuitry that implements the cipher 

(Daemen and Rijmen, 1999). 

2.4.2 Twofish 

Twofish is a block cipher and was proposed as a candidate for the AES. It is based on 

the Fiestel structure which is used in most ciphers, a part of bits of intermediate state 

is transposed to another position without changes applied to them. It is a 128-bit 

block cipher using 128-, 192-, or 256-bit keys. Twofish is designed to be highly 

secure and highly flexible, it is well-suited for large microprocessors, 8-bit smart card 

microprocessors, and dedicated hardware. (Mirza and Murphy, 1999) 

Twofish supports variable length of key up to 256 bits, its cipher consists of 16 

rounds with each round using 2 round keys, and four keys are each used during pre- 

and post-processing. The Twofish operation in the encryption round is key 

dependant nonlinear substitutions. In contrast to other AES block ciphers, Twofish 

satisfies the involution property resulting in identical data paths for both encryption 

and decryption. However, due to the common encryption and decryption data path, 

CED architectures of Twofish are different from other block ciphers (Karri et al., 

2002) 
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(Schneier et al., 1998, p.256) states that Twofish is efficient for the implementation of 

a variety of platforms including 32bit processors. It is designed to allow for several 

layers of performance tradeoffs, depending on the relative importance of encryption 

speed, key setup memory use and other implementation parameters. 

Mirza and Murphy (1999, p.152) states that the key scheduling of Twofish which has 

two properties that protect it from been exploited in any of the usual applications of 

a block cipher such as hashing. It can be regarded as a collection of reduced Twofish 

encryption algorithms, each one of which has its own Fiestel round function and its 

own key schedule that is a non-uniform mapping to the round. 

2.4.3 MARS 

MARS is a shared key block cipher, the block size of which ranges from 128 to over 

400 bits and has a variable key. Its encryption consists of 32 rounds, 8 forward-

mixing rounds, 16 main keys transformation rounds each using two round keys, and 

8 backward-mixing rounds. During pre- and post-processing four rounds keys are 

added to the input data. Its component is designed to allow extensive analysis to 

guide a number of implementation choices (Burwick et al., 1999; Karri et al., 2002). 

MARS is suited to the Type-3 Fiestel network, which offers a trade off speed, strength 

and suitability for analysis, as it has a block size of 132 bits and word size of 32 bits, 

and each block size consist of four words (Burwick et al., 1999). 

MARS can be secured against ciphertext attack as plaintext attacks because it is very 

symmetric; the last half of the rounds are almost mirror images of the first half 

(Burwick et al., 1999). 

MARS uses the s-box operation; it provides a good avalanche of data and key bits. 

However, s-box is relatively slow for software implementation as it takes three 

operations: one to copy the source word into an index register; one to mask out the 

high order bits of the index; and one to access the table itself. Also, a large s-box may 

take up a considerable amount of space in hardware implementations. Landau (2000, 

p.118) 



22 
 

2.4.4 Serpent 

Serpent is a 128 block cipher with a block size of up to 256-bit keys. It is an SP 

network and consists of alternative layer of mixing such as s-box and linear 

transformation. It has an equivalent of a bit sliced description which makes it very 

efficient. (Biham et al., 2001, p.2) 

Serpent encryption consists of 32 rounds and pre- and post-processing. Each round 

uses one round key except for the last round which uses two round keys. Landau 

(2000, p.119) 

 Serpent operation is based on Exclusive-or (XOR) of 128-bit round key with 128-bit 

round input. It offers nonlinear substitution and linear transformation which allows 

performing bit-wise XOR on selected input bits (Karri et al., 2002). 

Landau (2000, p.119) states that Serpent is virtually slow on most or all platforms. 

However, its algorithm provides a large security margin, and it has a high number of 

rounds relative to differential and linear cryptanalysis which are successful on 

reduced-round versions of the algorithm.  

2.4.5 RC6 

RC6 is an evolutionary improvement of RC5 that is designed to meet the 

requirements of the AES. Like RC5, RC6 makes essential use of data-dependent 

rotations. New features of RC6 include the use of four working registers instead of 

two, and the inclusion of integer multiplication as an additional primitive operation. 

The use of multiplication greatly increases the diffusion achieved per round, allowing 

for greater security, fewer rounds, and increased throughput. (Knudsen, 1999) 

RC6 is a parameterised family of encryption ciphers that essentially use the Fiestel 

structure; 20 rounds were specified for the AES submission. The round function of 

RC6 uses variable rotations that are regulated by a quadratic function of the data. 

Landau (2000, p.118) 

Each round also includes 32 bit modular multiplication, addition, XOR, and key 

addition. Key addition is also used for pre- and post-whitening. RC6 was submitted to 

the AES development effort by RSA Laboratories (Nechvatal et al., 2001). 
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2.5 Conclusion 

Features for secret key and public key cryptography are discussed in this chapter, a 

number of current advanced cryptosystems are also identified, the strength and 

weaknesses of them are highlighted. The objective of this chapter is to identify and 

select a suitable cryptosystems for implementation into the product prototype of this 

project. Based on the findings and the main feature of cryptography that would be 

valuable for this project, it is decided to implement Rijndael algorithms for the 

strength it has to protect file contents from hacking, for example, it supports variable 

block length and key length. It can be implemented at a faster speed than a normal 

block cipher, and a large number of candidates who tested it; they acknowledge that 

it has no major weaknesses. 



24 
 

3 Cryptography and File Security 
Content of files could be protected and kept safe from being read by unauthorised 

people if they are encrypted. Jang (2010) suggest that encrypting files using 

encryption algorithm may prohibit un-permitted people from accessing its content, 

encrypted files can be read only if they are decrypted. 

Some security considerations in order to keep file content safe and useful are 

discussed in this chapter. For example, keeping file contents confidential from 

unauthorised access and also preserving their integrity high may ensure file 

usefulness to its owner, modifications to file contents may cause undesired results to 

it authors.  

In order to ensure that files are only modified and used by correct and intended 

users, it is beneficial to authenticate users attempting access to files prior to 

providing permission to perform any activities on them. 

Moreover, identifying users modifying file may also provide opportunities to resolve 

problems if any arise during future use of files. 

This chapter emphasise on four main security considerations on backup files, each 

feature is defined and briefly discussed. 

It also answers the question on how each security consideration is solved by 

implementing cryptosystems. 

Lastly, it will identify and discuss potential problems may be introduced due to the 

use of cryptosystems to improve file security. 
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3.1 Security Considerations for Backup Files 

Backup files are generally created for future use to recover from the modification due 

to human or machine action which may result in data loss. Keeping backup files 

secure is important in order to make them available and useful whenever required. 

Some of the considerations to keep backup files intact, available when required, and 

fit for purpose when is used to help recover from data lose are listed and briefly 

discussed below: 

3.1.1 File Confidentiality 

(Ahmad, Beg and Abbas, 2010, p.168) Describes confidentiality as ensuring that only 

message sender and the intended recipient should be able to read the content of 

transmitted message. 

Same rule applies to backup file contents, only those with the corrected encryption 

key should be allowed to read its contents. 

Keeping contents of backup files confidential is beneficial to file owners, backup files 

must be kept confidential to file owners, only those who are authorised to use them 

should be able to read file content.  

3.1.2 File Content Integrity 

File integrity  is achieve by keeping file contents secure by ensuring that they are 

accessed or modified only by authorised people. It is required to take certain 

measures to restrict access to file content and maintain rigours access authentication 

is in place, file integrity also require the content are safe from damages may be 

caused by environmental hazard such as heat or electrical surges.  

(Ahmad, Beg and Abbas, 2010, p.168) states that file integrity help ensuring that 

content are not modified or altered by unauthorised people.  

3.1.3 User Authentication 

It is imperative to authenticate users who request access to backup files, this feature 

is required in order to protect files from unauthorised access. Only those who have 

the right permission or proper authorisation should be allowed to gain access to 
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view, read or write stored backup files. User authentication determines that only 

trusted people can use stored files. 

3.1.4 Non-repudiation 

Those who are granted access to stored backup files will be obliged to take good care 

of file contents, any users who may corrupt or misuse backup files could be identified 

using non-repudiation technique. 

(Zhou and Gollmann, 1997) States that non-repudiation provides  a means of 

guarantee that the sender or receiver cannot falsely deny data exchange, it provides 

evidence which may help resolve problems fairly, it provide evidence of data sent 

and also evidence of data received, evidence may also have verifiable origin and 

validity. 

3.2 Cryptography Features to Improve File Security  

One of the options to ensure backup files are kept secure in terms of confidentiality, 

integrity, user authentication and non-repudiation is through encryption. 

Cryptosystems are used to encrypt and decrypt files through the use of complex 

mathematical calculations and secret keys. Such a system generates random but 

unique keys based on series of numbers to protect the data. However, as (Landau, 

2000) points out, the level of security of the encrypted data is primarily dependant 

on the strength of generated keys; the stronger the key, the more secure the file 

contents.  

Cryptosystems provides techniques to overcome the four issues of confidentiality, 

integrity, user authentication, and non-repudiation. These techniques are highlighted 

and discussed in this section, including weaknesses that can be used to destroy 

backup file. This will help to understand the requirements that needed to improve 

the security of backup files from unauthorised use for the project prototype. 

3.2.1 Cryptography and File Confidentiality 

One of main advantages of using cryptosystems is to reduce or prevent unauthorised 

access to file content. It helps to keep files contents private. In other words, the 

contents of encrypted files are not meaningful to all readers; the contents only 

become useful if they are decrypted (transformed from cipher text to plain text). File 
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contents may only be transformed to plain text by authorised people who hold a 

private key to decrypt the file. 

One of the main objectives of using cryptosystems in this project is to improve the 

security of backup files by making their contents unintelligent to unauthorised 

people. For example, keeping contents of stored backup files secret and private is 

crucial to prevent wrongful modifications. In other words, the contents of backup 

files must not be accessible by unauthorised people. 

The cryptosystem achieves this objective by making file content unintelligent to 

unauthorised users through encryption. Therefore, the file contents are not readable 

by anyone unless appropriate keys are used to reveal actual file contents (i.e. they are 

decrypted). Thus, file encryption is a technique used to protect file contents from 

unauthorised access by making them unreadable. (Zotos and Litke, 2005, p.1) states 

that encryptions are used to lock file contents from outside view when it is 

transferred across the internet. Recipient must decrypt files with a special key to 

access actual content of received encrypted files. 

3.2.2 Cryptography and File Integrity 

Maintaining the backup file’s integrity in this project is required to prevent 

unauthorised modifications of their contents. Cryptosystems can be used as a mean 

to prohibit unauthorised users from modifying backup file contents. Young (2003, 

p.64) emphasises that in order to keep file contents secure from theft, modification 

or being read by unauthorised people or machines, one should apply elements of 

encryptions to the files.  

3.2.3 Cryptography and File Authenticity 

Cryptosystems can provide mechanisms that authenticate backup file users. 

Cryptographic authentication provides higher level security than other 

authentication techniques such as password-based or address-based authentication 

schemes. Brutch (1998: 308) states that cryptographic authentication can be used to 

authenticate users who request to read an encrypted file by applying a cryptographic 

operation on the file based on a cryptographic key which may be either a secret key 

cryptosystem or a public key cryptosystem 
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3.2.4 Cryptography and Non-Repudiation  

Applying non-repudiation to backup files can help track users who receive files. This 

feature helps to identify anyone who modifies the file content. (Ahmad, Beg and 

Abbas, 2010, p.168) confirms that non-repudiation can ensure the transmission of 

data from one entity to another. 

3.3 Potential Problems in Using Cryptography 

One of the issues to consider when using cryptosystems is the probability that users 

may lose their private key to decrypt encrypted files, thus they are no longer able to 

read the encrypted files. Therefore, the reliability of cryptographic systems depends 

on ensuring that the right people have the correct keys to access and read encrypted 

files. 

Another problem is if the receiver’s secret key discovered by hackers, contents of 

files would be at risk as the discovered key could be used to decrypt files and 

modified if desired. The possible solution to such problem is primarily in the hand of 

key owner to keep his private key safe 
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4 Use of Dongles for File Security 
The use of a dongle is a viable approach to keep software secure from attacks and to 

prevent software piracy. (Piazzalunga et al., 2007, p.32) states that “dongle protected 

software generated up to US$117.8 million in 2003 and some of the major vendors 

that use dongles has so far prevented $500 billion in software piracy”. 

A number of issues in relation to using dongles in order to prevent unauthorised 

access to remote files are identified in this chapter. A number of the features offered 

by the dongle used in this project are also identified. The aim of identifying these 

features is to overcome the general issues with using dongles for system protection. 

4.1 Issues with the Use of Dongles 

One of the downsides of integrating dongles into a software system is that it requires 

software to function only if the dongle is present; for example, the copy-protected 

software works only if the dongle responds appropriately. Therefore, without the 

presence of dongle, the software application may not be usable. However, this issue 

is deemed beneficial for the purpose of this project because one of the aims of using 

dongle in this project is, to prevent system access without the presence of a valid 

dongle 

Protecting software by using only specific defences that are made possible by dongles 

may result in poor overall protection. Therefore, communicating with the dongle 

must be done carefully; otherwise, a hacker may find locations in the code in which 

the software interacts with the dongle and patch them. (Piazzalunga et al., 2007, 

p.35) 

Moreover, memory tampering might be used to attack a protection policy by forcibly 

altering the dongle’s memory. A debugger can easily discover the dongle’s password, 

which potentially enables the attacker to change the memory content or duplicate 

the dongle. Thus the use of dongles is potentially beneficial for the attacker in terms 

of access to both the copy-protected software and the dongle. (Piazzalunga et al., 

2007, p.35) 
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Weak management of the software may lead to errors which provide hackers with 

easy hints on how to progress with their attacks. In general, the location of the code 

managing the misuse should be separated from both the library call’s location and 

the location of the code checking the call’s outcome. Error messages that could help 

attackers should be avoided or at least encrypted. 

Furthermore, one of the weaknesses of using a dongle is that the software protected 

in question checks for the presence of a dongle in order to permit users access. The 

function that is used to check for a plugged-in dongle returns certain values such as 

true or false. Thus, a major issue may arise from such an implementation as hackers 

may manage to modify the software to receive a value of true and gain access to the 

software. (Piazzalunga et al., 2007, p.35) 

The non-volatile memory of dongles is a further consideration as the stored 

information on a dongle’s memory could be retained when it is not powered on. 

However, dongles with strong built-in encryption may not provide usable 

information even if the data is gained by unauthorised access. The final issue with 

using a dongle is hardware cloning when it is emulated by a device driver. However, 

using driverless dongles can resolve such an issue. (Piazzalunga et al., 2007, p.36) 

4.2 The Dongle Used in this Project 

The dongle is used in this project is called Rockey II and is used to store user login 

details in order to authenticate user access. The Rockey II dongle offers a number of 

features that may help to overcome the issues identified previously. These features 

include: 

• It allows data storage of up to 2,560 bytes of read and write memory; 

therefore, it can be used to store user login details and read them when 

needed. 

• It requires no drivers for installation on Linux and Windows platforms, as it 

uses the native platform driver. On inserting the device the operating system 

prompts the hardware installation which increases ease of use. The operating 

system obtains Rockey II’s User ID (UID) and Hardware ID (HID) which allows 

it to install the device. Once the device is installed on a computer, 
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reinstallation is not required unless the UID is reset; therefore, Rockey II can 

be removed and reinserted without the need to reinstall it. This feature 

overcomes the issue with the hardware cloning problem. 

• The unique global ID of the dongle protects it from cloning; therefore, creating 

a clone of the dongle in order to gain access to the system is not possible. 

• Rockey II has UID and HID. The default UID is “0”, whereas the HID cannot be 

obtained unless the UID is reset. The UID can be reset by inserting a character 

string or seed code into a function which generates the UID; however, the seed 

code must be of a length of 64 bytes or less and the UID generation is 

completely dependent on knowing the seed code. Therefore, if the UID is 

compromised and unauthorised access is obtained to the HID, it would still be 

impossible to recreate the UID because the seed code must be used, which is 

only known to system administrator/developer. Therefore, it is important to 

keep the seed code safe. 

• Rockey II can be used for direct encryption of Win32 Portable Executable files 

as well as for envelope encryption. 

• Rockey II returns integer values for its connectivity detection instead of true 

or false values which is a known issue with using other dongles. 

4.3 Dongle Installation 

To install the Rockey II dongle on a windows operating system and commence 

interaction with it via the use of high level programming such as JAVA is simple. The 

JRockey2.dll file, which is provided by the dongle supplier, can be used to allow 

interaction with the dongle. One of the following steps is sufficient to permit the 

dongle installation.  

• Place JRockey2.dll in the system directory (system in Win9X and system 32 in 

WinNT).  

• Alternatively place the JRockey2.dll within the same folder as the class file. 
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4.4 Opening and Closing Rockey II 

There are three different modes to open Rockey II prior to initiating read/write 

operations on it. Those are briefly described below: 

A call to function RY_2 can be used to open Rockey II. It accepts three different 

parameters. A value of 0 is used to open the first found dongle, whereas a value 

greater than 0 is used to open the dongle by its UID. For instance, if the mode is 2 and 

UID is 12345678, it will open the second dongle with UID 12345678. A value of less 

than 0 will open the dongle with its HID. The success or failure message of opening 

the dongle is determined by the returned value, which if greater than or equal to 0 

indicates that the dongle is successfully opened; otherwise, it indicates an error 

occurred. 

Closing Rockey II is determined by providing the handle which is returned from the 

open function. 

The use of Rockey II in this project fulfils a number of the requirements and 

objectives of this project. For example, it can be used for authentication purposes 

such as authenticating user access based on stored data in it. It also provides a degree 

of flexibility to apply cryptographic mechanism on stored data to further enhance 

security. The overall use of a dongle helps fulfil some of the system requirements 

which are identified and discussed in more detail in the next chapter. 
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5 Requirement Analysis for the System 
The focus of this project is to successfully encrypt files and upload them onto a 

remote server in order to prevent unauthorised access to backup files to prevent un-

desired modification. A number of approaches have been identified in the previous 

chapters that may help to increase security measures on remotely stored backup 

files. The application of a cryptosystem to file contents provides a crucial step 

towards making file contents meaningless to unauthorised people. Attempting to 

decrypt encrypted files without the appropriate keys may require a significant 

investment in time before it could be successfully achieved; thus, making file hacking 

too expensive. Furthermore, user authentication may help to decrease or prohibit 

unauthorised access to stored files. The use of a dongle could restrict unauthorised 

user access to the systems used to manage the user files. 

The requirements for the product of this project are divided into two categories—

functional requirements and non-functional requirements. These requirements are 

used in the project system to assess the possibility of applying cryptosystems and 

dongle to protect backup file security.  

5.1 System Requirements 

The functional requirements and non-functional requirements are described in 

greater detail in this section. 

5.1.1 Functional Requirements 

The functional requirements are used to identify the intended behaviour of the 

system, which can be expressed as tasks or functions required to fulfil the specific 

user requests. The functional requirements for the intended system are user 

authentication, user login/logout, dongle integration, file transfer and cryptosystem, 

update user details, and dongle registration. Each of these requirements, which must 

be implemented in order to satisfy specific user goals, are discussed next. 

User Authentication 
One of the main functionalities of the system is the ability to authenticate users prior 

to permitting access to restricted areas; for example, during file upload and file 
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download the user must be authenticated in order to ensure that improper access is 

not permitted to files. User authentication may also help relate the uploaded file on 

the remote server to the correct owner of the files. Therefore, it provides a level of 

system integrity.  

User Login/Logout 
In order to implement appropriate user authentication mechanism, a functionality to 

enable user login and logout must be available. This requirement permits the user to 

access the system only if the provided data by the user matches the data stored in the 

dongle and in the database.  

Login Session: A session must be created once a user is successfully validated. The 

session is then used to authenticate user availability which will help to ensure that 

only a legitimate user is able to manage the remote files.  

User Logout: during the system operation the user can be logged out for a number of 

reasons, such as: 

• Session Not Found: The user will be logged out automatically if a session is 

not found when the user requests an operation from the system such upload 

or download file. 

• Dongle not Detected: The system logs out the user automatically and 

requests the user to login if the system fails to detect a connected dongle.  

• Session and Dongle Data Consistency: If the data between the session and 

the connected dongle are inconsistent, then the system logs out the user 

automatically. 

Dongle Integration 
The use of a removable dongle for user authentication is required to improve the 

security of remote files from unauthorised access. It does so by enhancing the user 

authentication functionality of the system. When a user request is made to 

upload/download files to/from the remote server, the system will check for a 

connected dongle. On detecting a dongle, the system must validate the dongle against 

the logged in user by checking the consistency of user login details stored in the 
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dongle and the user login session. However, if the system fails to detect a dongle, the 

user will be logged out immediately.  

The implementation of a dongle introduces other requirements, which are listed 

below: 

• Dongle Connection Validation: This functionality will check if a dongle is 

connected and validates it to ensure it belongs to the logged in user. 

• Reading Dongle Data: It is necessary to read data from the connected dongle 

to authenticate the user; for example, it checks if the dongle is registered, and 

ensures that received data from the user matches the data stored in the 

dongle. 

• Dongle and Data Storage: A dongle is used to store user login data to 

authenticate user by reading dongle data rather than by connecting to a 

database management system for user authentication 

File Transfer and Cryptosystems 
A logged in user can transfer files to/from a remote server. In these case 

cryptosystems are automatically applied to files to protect file confidentiality. The 

functionalities required for the file uploads and downloads are discussed next.  

File Upload: logged in users may select a local file by clicking on a button from a 

provided user interface. Prior to uploading the selected file, the system must encrypt 

the file and store it in a temporary folder. The encrypted file is then transferred to an 

allocated remote server. 

File Download: the user interface lists previously uploaded files by the logged in 

user, who selects a file from a list and requests that it be downloaded it. The 

requested file is then downloaded and decrypted. 

Update User Detail  

User login details may become exposed to other people; therefore, changing the user 

login detail is an essential requirement in order to prohibit misuse of the system and 

unauthorised access to the remote files. In order to update the login details, the user 

can change the username and password by providing the old username and 
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password, along with answers to a number of security questions. The user details are 

validated against the user detail stored in an allocated database. On providing the 

correct data, the new login details in the connected dongle will be updated. 

Database Management System 
A database management system is used to store user login details such as username, 

password and answers to the security questions that are used to authenticate users. 

A database is also used to store data related to the uploaded files on the remote 

server for future downloads, such as user ID, date, file name and so on. It is also used 

to relate the uploaded file to file owners. 

Dongle Registration 
A dongle will be registered for a client in advance with the software; however, the 

user login details will be updatable by the user. The user may also request a dongle 

replacement; this approach is based on the recommendation from the dongle 

supplier, Rockey.com. 

5.1.2 Non-functional Requirements 

Non-functional requirements are mainly focused on making the system reliable, 

consistent and easy to use for users. These requirements are discussed below. 

Accessibility: The system will be accessible via client software pre-installed on 

windows computers. The system functionalities are accessible via a friendly 

graphical user interface. 

Security: A dongle is used to protect the system from piracy. As (Piazzalunga et al., 

2007, p.32) states, “dongle protected software generated up to US$117.8 million in 

2003 and some of the major vendors that use dongles has so far prevented $500 

billion in software piracy”. The use of a dongle also prohibits unauthorised access to 

the system as discussed above. 

Third Party Dependency: The main functionality of the system depends on the 

availability of a dongle. The system will display appropriate user-friendly error 

messages when system access attempted without the presence of a dongle. 

System Errors: Throughout the system appropriate techniques will be used to 

capture errors and problems and provide suitable recovery methods. 
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Error Recovery: Errors that occur during the use of the system must be handled 

appropriately by displaying user-friendly messages with options that help recovery, 

For example, users entering incorrect login details may cause an error in the system, 

a suitable and user-friendly message will be displayed in order to assist the user 

correct the error and proceed to use the system. 

Consistency: System layout, dialog boxes and message format will be displayed in a 

consistent way to help improve system learnability. 

Usability: The use of system functionalities must be simplified by creating a 

graphical user interface which is easy to use. 

5.2 System Design Modelling 

A Use Case diagram is designed to identify the primary functionalities of the system 

(see figure 5.1). The user (the actor in the diagram) interacts with the system by 

requesting tasks (the oval shapes) which are the particular functionalities of the 

system.  

5.3 Use Case Descriptions 

A number of Use Case descriptions are created to identify the interactions between 

the users and the system. They are also used to identify any problems or alternative 

processes that may arise during the fulfilment of a user requirement by the system. 

The Use Case descriptions are also used to identify the post conditions when the 

system completes a required task for the user. A number of Use Case descriptions are 

created and included in Appendix B. 
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6 Design and Implementation 
The implementation of the requirements identified in the previous chapter requires 

modelling the system using appropriate techniques, of which the Unified Modelling 

Language (UML) is a widely used one. The main modelling technique to establish the 

relationship between the various entities which represent the system’s 

functionalities is the class diagram. The flow of requests between entities to perform 

various system operations is modelled by using sequence diagrams, whereas the 

collaboration of classes to perform task is modelled using collaboration diagrams. 

This chapter focuses on discussing the main models of the system implementation, 

mainly the class diagram, the sequence diagram, and the collaboration diagram. In 

addition, the database design, user interface design, system implementation and 

system testing are assessed.   

6.1 System Classes 

A number of classes are identified and created to implement the required 

functionalities in the software (see figure 6.1). The classes are derived from the Use 

Case diagram shown in figure 5.1. The aim is to identify the attributes and operations 

of each class in relation to the specific tasks required to fulfil user requirements. The 

model is also used to identify relationships and dependencies between the classes.  

A few of the classes are third party ones. The JRockey2 class is delivered by 

Rockey.com, the supplier of the dongle, and has a number of operations which are 

used to communicate with the dongle. The operations are used in a number of other 

classes, such as Dongle Validation and User Authentication class. The operations for 

JRockey2 are used to find, open, read or write to the dongle, whereas the operations 

implemented in the classes that use the JRockey2 class are enhanced to suit the 

prototype software; for example, the error messages returned from JRockey2 class 

are enhanced to display appropriate messages to users to help them with the 

recovery process.    

Moreover, the Advanced Encryption Standard (AES), GF256, and File Conversion 

classes are adopted from a collection of cryptosystems classes written by Michael 



Brockway (a senior lecturer from the University of Northumbria). The AES class is an 

implementation of Rijndael, based on the reference implementation in C 

programming language. These classes are used to convert plaint text files to cipher 

text files. 

The User Authentication class is designed to check user credentials during user login; 

it is also used to re-authenticate users during file transfer. It sends requests to the 

Dongle Validation class in order to detect a connected dongle and validate the user 

login details that are stored in the database against the data stored in the connected 

dongle. 

A number of other classes, such File Management GUI, File Upload Panel, User Login 

Panel, are designed to create the graphical user interface (GUI) to provide a 

consistent layout for users to interact with the system. Appendix C includes a 

complete system class diagram with all the attributes and operations.  

Class Diagram 
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Figure: 6.1 

 

 



6.2 Sequence Diagrams 

A number of sequence diagrams are created in order to identify and establish the 

sequence of messages between the various classes in order to fulfil the requirements 

for the four main areas of the system: upload files; download files; update user detail; 

and user logout. Each sequence diagram shown in Appendix D describes the 

sequence of messages between one or more class, which helps to understand the 

interactions and activities within the system. Figure 6.2 is a sample of a sequence 

diagram designed to identify the sequence of messages sent between the classes to 

enable users upload a local file to a remote server. 

Sequence Diagram – File Upload 
user
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Figure 6.2 

 

 



The sequence diagram (figure 6.2) demonstrates the sequence of messages between 

the actor and the system and also between different classes within the system. It is 

used to understand the flow of messages between various objects in the system. 

However, it does not show the collaboration or the relationships of those objects, 

which a collaboration diagram can. 

6.3 Collaboration of the System Elements 

Throughout the system, a number of classes collaborate with each other in order to 

fulfil a requirement received from the system user, such as the transfer a local file to 

an allocated remote server. A UML collaboration diagram is used to gain an 

understanding of the collaboration of different objects to perform particular tasks for 

the system user or for other classes. Figure 6.3 is an example of a collaboration 

diagram which is designed to demonstrate the collaboration of classes to upload a 

local file to a remote server for a particular user. Appendix E includes the remaining 

collaboration diagrams for the system.  

Collaboration Diagram – File upload 
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Figure 6.3 
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6.4 Database Design 

MySQL database is implemented to store user information, such as username, 

password, and the answers to security questions. The aim of storing user details is to 

authenticate users during their initial login, and also when user details are updated. 

The availability of the database helps the system independently from the dongle 

during the initial user authentication. This approach has three benefits. 

First, if a user lost the dongle, then it is possible to register a new dongle and assign it 

appropriately by using the stored data in the database to validate the user thereby 

ensuring authorised access. This approach improves the dongle recoverability 

process because without a connected dongle the system will not allow access to its 

functionalities; therefore, without this approach the loss of a registered dongle will 

prevent file access. Moreover, the dongle is primarily used to authenticate users and 

to ensure that access to stored files is restricted solely to the owners. 

Second, it helps to improve the user login process; for example, if the user login 

details are only validated against the stored login detail in the dongle, it would be 

possible to write login details to an un-registered dongle and connect to the system 

using the stored detail. Therefore, storing user login details and dongle ID in the 

database prevents unregistered dongles from connecting to the system.  

Finally, the database is used to store user-uploaded files. This approach helps to 

distinguish file ownership between various users; also, if the user loses the dongle, 

the upload file details will remain preserved.  

 

 

 

 

 



 

6.5 User Interface Design 

Designing the user interface to be intuitive and easy to use is one of the main aspects 

of the system. The user login screen (see figure 6.4) is the first screen the user will 

see. The system will redirect the user back to it if a dongle or a valid login session is 

not detected. The user will not be allowed beyond the login screen, accept if the 

correct dongle is connected and a valid login session exists. 

User Login Screen 
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hieve a strong level of consistency throughout the system, the same 

uts are used for viewing the different areas of the system; for instance, 

 the navigation buttons are place at the top. The system is simplified by 

 four main areas - upload files; download files; update user details and 



 

Upload Files: This area enables the user to select a local file and transfer an 

encrypted copy of it to an allocated remote server. 

Download Files: This section lists all the previously uploaded files by the logged in 

user in a selectable manner. The user can select one file from the list and request to 

download it by a click on button. 

Update User Details: This section enables users to update their login details. The 

aim of this section is to simplify the process of updating login details by providing 

simple and easy to understand labels and text boxes for users to enter the relevant 

details. 

Logout Area: This area is to enable users to manually logout from the system. 

However, if the user fails to systematically logout and only unplugs the dongle the 

system will automatically remove the user session. Thus if an unauthorised user then 

attempts to use the system, s/he will be redirected to the login screen as the login 

session is instantly removed if a valid dongle is not detected. A number of samples of 

other aspects of the GUI design are included in the Appendix F. 

Throughout the system, the user interface is used to display technical errors in a 

user-friendly and assistive manner. For example, if the user attempts to download a 

file without selecting any files from the list an error message is displayed to inform 

the user about the nature of the problem and provides options to easily recover from 

the error and resume using the system appropriately. Figure 6.6 shows a sample of 

an error message. 

File Download Screen 

 

 

 

 

Figure 6.6 
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6.6 System Implementation 

The system is integrated by using an object-oriented programming language, JAVA. 

The use of JAVA provides a number of benefits. First, it offers the use of inheritance, 

which enables the use of parent class operations. This feature also allows the ability 

to reuse codes within the project, which subsequently saved time and provided 

easier code maintainability. Figure 6.7 is a sample of the JAVA code from the User 

Authentication class which inherits codes from a parent class JDBC to establish the 

database connection. 

User Authentication 
 

 

 

 

 

 

 

public boolean findUser(String dongleID,String username,String password) throws Exception { 
boolean isFound = false; 

        try { 
            if(makeConnection()) { 
                String user = "SELECT * FROM cryptosystems.users WHERE users.dongleID = '"+dongleID+"’ “+ 
                “ AND users.username =  '"+username+"' AND users.userPassword =  '"+password+"'";  
                ResultSet result = stmt.executeQuery(user); 
                if(result.next()) { 
                    isFound = true; 
                } 
            } 
        } catch(Exception ex) { 
            isFound = false; 
        } 

        return isFound; 
    } 
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Figure 6.7 

Dongle Implementation 
A dongle Application Programming Interface (API) class is designed and provided by 

the dongle supplier. Its methods are used to allow the various JAVA classes to be 

implemented within the system in order to perform various tasks for users. The 

values returned by the API are mainly numeric, via the use of the JAVA Object 

Orientation feature. A number of classes were written to use features of the API class 

by creating an instance of it, which is used as a reference to invoke the original API 

operations. The returned values are then used to make system decisions in the 

enhanced written operations in order to achieve the desired result for the prototype 

system. For instance, the following code from the class dongle validation creates an 

instance of the JRockey2 class and calls the RY2_find() method via the instance. 

 JRockey2 rockey = new JRockey2(); 

iRetcode = rockey.RY2_Find(); 
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The returned value from the RY2_find() method is used to make the system decision; 

a value greater than “0” returned indicates a dongle is connected, the system then 

performs the required task, such as reading from the dongle to authenticate user, or 

else to display an error message. 

Dongle Installation 
The installation of the dongle is achieved by including a pre-configured library within 

the project, which is called Rockey2.dll. It is provided as part of the dongle by the 

dongle supplier in order to make the dongle operate as a removable USB in terms of 

installation. Therefore, plugging the dongle into any windows computers will install 

the required drivers for it automatically. 

Dongle Registration 
The registration of the dongle for the system is processed in advance; the dongle is 

registered by sending some integer values as a seed code to a function in the 

JRockey2 class (provided by the dongle supplier) and a dongle user ID (UID) is 

created for the dongle. This is embedded into the dongle to assist in opening, reading 

or writing to the dongle. This approach is adopted based on the recommendation 

made by the dongle supplier. Furthermore, the prototype system is supplied with a 

dongle ID and default username and password which are updatable by users via the 

system. 

File Conversion 
A JAVA implementation of the Rijndael cryptosystem is used to convert plaintext files 

to ciphertext files. Due to the limited timescale of the project, a third party class of 

Rijndael implementation in JAVA is used. The AES class (Rijndael implementation of 

JAVA) was created by the project supervisor, Michael Brockway. The File Conversion 

class is modified to make the class operation suitable for this project; for example, 

the method to encrypt a file is modified to store a copy of the encrypted file with a 

new temporary name (see figure 6.8). The copied file is then used to upload onto the 

allocated remote server.  
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File Encryptions 

 

 

 

 

 

 

 

 

 

 

Figure 6.8 

File Transfer 
The file transfer class implemented to connect to an allocated server, and upload or 

download a file to or from the server. The sample code in figure 6.9 shows the JAVA 

implementation to connect to the server: 

Server Connection 

 

 

 

 

Figure 6.9 

Database Integration 
In order to authenticate user and record files uploaded by system users, a class is 

implemented to enable database connection. The JDBC class is created with a number 

of attributes and two main operations which are to connect or disconnect from the 

public static boolean encryptFile(String fileName)throws IOException{ 
      try{ 
        InputStream is = new BufferedInputStream(new FileInputStream(fileName)); 
        if (is == null) { 
          return false; 
        } 
        OutputStream os = new BufferedOutputStream(new FileOutputStream("converted/"+fileName)); 
        if (os == null) { 
          return false; 
        } 
        AES aes = new AES("6943746857136528413652803742062", BLKSZ, BLKSZ); 
        short[][] iv = AES.getBlk("6204856348303542035499541209548", BLKSZ); 
        int ctr = 0; 
        long startTm = System.nanoTime();  
        ctr = encrypt(aes, iv, is, os); 
        long duration = (System.nanoTime() - startTm)/1000; 
        //System.out.printf("%d blocks written; time = %d us\n", ctr, duration); 
        is.close(); 
        os.close(); 
    }catch(Exception ex)  { 
        System.out.println(ex.toString()); 
        return false; 
    } 
   return true; 
  } 

public synchronized boolean connect()  { 
        try{ 
            URL url = new URL("ftp://"+user+":"+password+"@"+host+"/"+remoteFile+";type=i"); 
            m_client = url.openConnection(); 
            return true; 
        } 
        catch(Exception ex){ 
            return false; 
        } 
    } 



 

database. The JAVA SQL library is included in the class in order to help with database 

connection and disconnection. Figure 6.10 shows the sample codes which establish a 

database connection: 

Database Connection 
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import java.sql.*;     
public boolean makeConnection() throws Exception{ 
        try{             
            Class.forName ("com.mysql.jdbc.Driver").newInstance(); 
            connection = DriverManager.getConnection(URL, username, password); 
            stmt = connection.createStatement(); 
            return true; 
        } 
        catch(SQLException sqlex){ 
            return false; 
        } 
        catch(Exception ex){ 
            return false; 
        } 
    }  
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ser Interface Implementation 
AVA provides a number of libraries and various classes to create a user interface. 

or example, JAVA swing and awt libraries are used to create buttons, dialog 

essages, adjust the layout and so on. The JAVA codes used for the system 

mplementation are included in the attached disk to this project. However, a sample 

f some JAVA codes are included in Appendix H. 
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6.7 System Testing 

A number of testing techniques are used on the system, some of which focused on 

identifying errors in the code, whilst others are used to ensure that the system 

operation and work flows are as expected. A number of testing documents are 

included in Appendix G. The testing techniques used are discussed in more details 

below. 

6.7.1 White Box Testing 

White box testing is used for two main strategies—unit testing and integration 

testing—in order to ensure the prototype software is bug free and performs the 

require tasks as expected. 

Unit Testing 
This strategy helps in testing individual unit or groups of units within the system in 

order to ensure that all system entities are working as expected and that the codes 

are solid prior to integration into the whole system. This testing technique also 

facilitates the identification of operation failure within the system as it helped to 

easily locate the code unit that caused any failure. Unit testing is used primarily 

because it can assist in identifying large amounts of bugs at an early stage of the 

development process. (Beizer, 1990) states that approximately 65% of bugs are 

identified during unit testing. 

Unit testing is performed by using the unit testing tool available in the BlueJ 

development tool. Some samples of the unit testing code are included in Appendix G; 

however, Figure 6.11 is a sample of the testing code used to test some units within 

the file upload class. 



Unit Testing Code 
public class UserAuthenticationTest extends junit.framework.TestCase { 
    private UserAuthentication userAuth1;    
     public UserAuthenticationTest() {} 
     protected void setUp() { 

userAuth1 = new UserAuthentication(); 
userAuth1.setDongleID("-1489824720"); 
userAuth1.setUsername("username11"); 
userAuth1.setPassword("password11"); 
userAuth1.logUserIn("-1489824720", "username11", "password11"); 

} 
     protected void tearDown(){} 

   public void testLogUserIn(){ 
assertEquals(true, userAuth1.logUserIn("-1489824720", "username11", "password11")); 

   } 
} 
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Figure 6.11 

Integration Testing 

This strategy is used to examine the interactions between various classes that fulfil 

specific tasks for the logged in user. For instance, a number of panels are created to 

display a graphical user interface for users to transfer files to/from a remote server, 

or update their login details, these classes have to interact with the primary class in 

order to display the appropriate screen-based user action. The objectives are 

achieved by using a number of test cases which are included in Appendix G. 

6.7.2 Black Box Testing 

This strategy is used to test the system from the user’s perspective; the system is 

tested by inputting data to test the system for expected outputs. Figure 6.12 shows 

an example of a test case to download a file by a logged in user. A full set of test cases 

can be found in Appendix G. 

Test Case – File Download 
File Download 

ID Description Pre-Condition Test Data Expected Result 

3 The user 

attempt to 

download a file 

whilst there is 

not internet 

connection 

The user is logged in, 

a register dongle is 

plugged in, and some 

file are previously 

uploaded 

Click on the “File 

Download” button 

Select a file from the 

list 

Click on the 

“Download “ button 

The system should 

display an error 

message informing 

user of connection 

error 

Figure 6.12 
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The use of black box testing assisted in identifying a number of bugs and helped in 

enhancing some feature of the system. For example, during the testing the activities 

on downloading a file, it was identified that a number of the error messages were not 

adequately user friendly as they were represented in technical ways. 

6.8 Conclusion 

The system design is conducted by modelling the system using UML methodologies 

to establish a foundation to implement the system. A class diagram is designed to 

establish the relationships between the various classes within the system. The 

sequence diagram is used to demonstrate the order and flow of messages between 

the designed classes to understand the way different classes communicate in order to 

fulfil a task. A collaboration diagram is finally designed to identify the collaboration 

of classes.  

JAVA programming language is used to implement the system in an Object Oriented 

fashion. Its rich libraries of classes were also used to create the graphical user 

interface, establish database connections and transfer files to a remote server. A few 

third party classes are used primarily to convert files from plaint text to cipher text, 

whereas other third party classes are used to communicate with the dongle. 



53 
 

7 System Evaluation 

7.1 Introduction 

A product prototype is developed to answer the main question of this project: How 

can cryptosystems and the use of dongles improve the security of backup files on 

servers? This chapter highlights the approaches taken to test this question. The first 

approach consists of a literature review. The second approach is by evaluating the 

outcome of the testing performed on the developed product. The chapter concludes 

with the results of the two approaches. 

7.2 Testing Approaches 

The project investigates the contribution of cryptosystems in combination with 

dongle hardware can make in keeping the contents of backup file secure from 

undesired modifications. The first approach to test the hypothesis is by evaluating 

the findings from the literature review which focused on identifying 1) the 

advantages and disadvantages of using cryptosystems to protect file contents, and 2) 

the strengths and weaknesses of dongle hardware for user authentication and system 

access. The second approach consists of evaluating the outcome of testing the 

developed prototype system. 

7.3 Literature Review 

The findings from the literature review indicate that the use of cryptography to 

improve the security of backup files is beneficial. First, cryptography improves file 

confidentiality as it keeps the file contents secret by making them unintelligible to 

unauthorised users. Second, it can be used to improve file authenticity. (Menezes et 

al., 1997, p.4).  Encrypted files can only be decrypted by using correct cryptographic 

keys; users are authenticated via their cryptographic key. Third, the non-repudiation 

feature of cryptography helps track users who decrypt files. Finally, the application of 

hash function to files can protect file integrity. Zhou and Gollmann (1997, p.267). 

However, the literature review highlighted a number of issues with using dongles for 

file security purposes. (Piazzalunga et al., 2007, p.35) highlights that memory 
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tempering might be used to attack a protection policy by altering the dongle’s 

memory. Moreover, the software protected checks for the presence of dongle to 

allow access to users to transfer file between local machines and servers return 

values of true or false. Therefore, a major security issues could arise if hackers 

modify the software in order to receive value of true to gain access to the system. 

Furthermore, (Piazzalunga et al., 2007, p.35) shows that using a dongle to protect 

files as a mean of defence may result in a poor overall protection, as systems access 

to protect files will be dependent on the dongle’s existence. Finally, the non-volatile 

memory of dongle is a major consideration as data stored on the dongle’s memory 

can be accessed when it is not powered on.  

However, the features offered by Rockey II dongles help in overcoming some of those 

issues. For example, the dongle is driverless which prevents hackers from cloning it, 

and the dongle returns integer values instead of true of false which should be harder 

to modify. Nevertheless, the literature review indicates that using dongle makes the 

system dongle dependant; however, this issue could be considered an advantage for 

this project as the objectives of using dongles is to prohibit user access without the 

use of a registered dongle. 

Based on the findings of the literature review, the use of cryptosystems for file 

security improvement could be viable. Furthermore, the use of dongle as a means of 

protection is viable as the identified issues are solved during system implementation. 

Therefore, it can be concluded that the use of a combination of cryptosystems and 

dongles is a viable solution to protect backup file. 
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7.4 System Test Results 

The system test results shows that files can be encrypted and stored remotely on 

servers. It also shows that encrypted files do not reveal the real contents of the files 

to users without being decrypted, and proves that encrypted file cannot be decrypted 

without the use of the correct cryptographic key. Therefore, the test result shows 

that the use of cryptosystems is beneficial to file security. 

The system test results also indicate that it is not possible to access the system 

without a correctly configured dongle that has valid user login details. Therefore, the 

use of dongles introduces a further layer of protection for the files. In addition, the 

results show that hackers cannot modifying the dongle contents or gain access to the 

system. This is because the system validates users by checking their details against 

data stored in the dongle; next the data dongle is validated against the database data 

in order to check if the dongle is correctly registered. Therefore, it is not possible to 

use a dongle with the system unless it is previously registered by the system 

developer/administrator. 

Moreover, the results show that it is not possible to modify the JAVA class files in 

order to force the system to return a true value or any other values to permit access 

to the system without a connected dongle. The JAVA class files, which are pre-

compiled files by JAVA compliers, are neither readable nor modifiable. 

Furthermore, the results indicate that if a hacker obtains eligible user login details 

and creates a false session file and is in the correct location within the system, access 

to the restricted area is still prohibited. This is because access to restricted areas is 

permitted only if a correctly configured dongle is connected and the correct 

credential details are provided. Therefore, the absence of any of those requirements 

results in prohibiting access to restricted areas, and protects backup files from 

unauthorised access. 

Moreover, if a hacker possesses a user’s login detail and populates a fake dongle with 

valid login data, the system will prohibit access to the restricted areas because the 

system requires that dongles are correctly and internally configured with a dongle ID 

to read dongle content. The functionality to register a dongle by users via the system 

was deliberately omitted to prevent hackers from using the system to configure 
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dongles. Therefore, the system is delivered with a pre-configured dongle. Registering 

a new dongle to replace a lost dongle can only be achieved by submitting a request to 

the software provider. Thus, this will require human intervention to validate the 

request in order to ensure the request is received from a trusted source. 

In conclusion, the tests cases performed on the developed software proved that the 

combination of cryptosystems and dongle is a viable solution by which to protect 

backup files from unauthorised modification. The first significance of the test results 

is that restricted areas in the system are strongly protected from unauthorised users 

by dongles. Therefore, unauthorised users are prohibited from accessing remote files. 

The second significance is that if an uploaded file is somehow obtained by an 

unauthorised user, the file will not be intelligible because all uploaded files are 

encrypted by the system. As highlighted from the findings of the literature review, it 

is not viable to decrypt encrypted files without the use of the correct keys due to the 

timescale, resources and skills needed. 

However, protecting remote files from being removed or even content modifications 

via direct access to the allocated server in which the files are saved is not possible. 

However, this functionality is not within the scope of this project. Therefore, 

evaluating the system in terms of protection offered by implementing cryptosystems 

and a dongle hardware to backup files was proved possible. 
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8 Project Evaluation 

8.1 Literature Review 

The literature review conducted at the start of the project helped explore a wide 

range of issues and benefits in relation to using cryptography and dongles to protect 

the security of backup files. Chapters 2 helped to identify a number of current 

advanced cryptosystems and discussed their strengths and weaknesses; it also 

helped to determine the selection of a cryptosystem for implementation in the 

system. A number of issues relating to using dongles in order to improve file security 

were also highlighted and discussed.  

Moreover, the key findings from the literature review helped to identify a number of 

user requirements for the system in order to determine the viability of 

cryptosystems and dongles to protect remotely stored backup files. For example, the 

negatives issues about using dongles helped in deciding to use an advanced dongle 

that resolved these aspects through validating dongle details against data stored in a 

database rather than solely against data stored in the dongle.  

However, due to the scope of the project, the literature review did not cover an in-

depth review of cryptosystem and dongle features. For instance, the available 

techniques and approaches to encrypt the contents of dongles are not covered due to 

the project time scale. Covering this area could have helped in finding a suitable 

solution for use in the product thereby enhancing the overall system security. 

8.2 Prototype Product Strength and Weaknesses 

A prototype system was designed, implemented and tested. It helped to evaluate the 

contribution of (a) cryptography, (b) dongles, and (c) a combination of the two 

towards improving backup file security. The developed product could be conceived 

as completed for a number of reasons. First, it includes all the functionalities 

identified during requirement analysis phase. Second, an advanced cryptosystem is 

used to convert files from plain text to cipher text. Third, the product is built using a 

widely used and Object Orientated programming language (JAVA). Finally, a number 

of issues concerned with using dongles were resolved during the system 
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implementation. For example, gaining access to system’s restricted areas was 

improved by using a database to validate the used dongles with the system; this 

technique helped prohibit hacker from bypassing dongle validation. However, the 

features in the system are limited. For example, the system only encrypts limited 

types of files, such as text files, and cannot be used to encrypt other types of files such 

as image files. 

One weakness of the product is that the cryptography key used is not updatable and 

all the files encrypted used the same key. The literature review highlighted that it is 

not recommended to use the same key for a large number of files. Another weakness 

is because of the approach used to create the user session file, which contains the 

user login details. Hackers may obtain user login details via the session file; 

therefore, this approach is deemed risky and not recommended. 

The user interface lack some dynamic features. For example, when a user uploads a 

file onto the server, the list of files from the download file section is not updated 

automatically. Thus, the most up-to-date list of files is only available when the user is 

first logged in. 

8.3 Product Testing 

The product testing consisted of a number of techniques, including using black box 

testing. A number of test cases were produced and used in order to evaluate the 

system. The tests covered a wide range of scenarios from the user’s perspective and 

the hacker’s perspective. One test case objective was to hack into the system and 

attempt to gain access to restricted areas by using hacked user credentials. The 

results indicated that the use of cryptography and dongle helped to improve file 

security. However, testing the system by knowledgeable users in system hacking 

could have produced different answers to the question. Unfortunately, due to limited 

resources, such as financial and human resources, this approach was not used for the 

system testing. 

The findings indicate that cryptography can protect file security. Based on the test 

results, dongles can also improve file security, and a combination of cryptosystems 

and dongles to protect files confidentiality and access is achievable. Overall, the 

objectives identified for the project were met (see chapter 1). A number of advanced 
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cryptosystems were identified during the literature review, the features and 

contribution of which were highlighted. The contribution of dongles to improve user 

authentication was highlighted by identifying dongle related issues with software 

security. A number of the highlighted issues were able to be resolved. 
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9 Conclusions and Recommendations 

9.1 Conclusion 

The two main types of cryptography (secret key and public key) were identified and 

discussed for their strengths and weaknesses. Thereafter, a number of advanced 

cryptosystems were identified and briefly evaluated; these included Twofish, 

Serpent, Rijndael, MARS, and RC6. Rijndael was selected for use in the product 

prototype due to its advantages.  

The contribution of cryptography to improve file security was discussed in chapter 

three. A number of considerations in using it to improve file security were discussed. 

Additionally, a number of main features of cryptography were identified in order to 

help to improve file security, such as improving file confidentiality and user 

authentication. However, potential problems of using cryptography were also 

discussed. 

The use of dongles as a hardware to improve file security was discussed. The findings 

indicated that introducing dongles into the system could introduce a number of 

issues in terms of file security. For example, it makes systems dependant on it, which, 

means that without a dongle even authorised users may not access the system. 

Moreover, the possibility of hacking dongle contents or bypassing systems via 

software modification could raise threats to file security. However, the issues 

identified in using dongles helped with creating a system that could protect against 

those threats.  

The system functionalities were based on a number of user requirements that are 

identified in the requirement analysis chapter (Chapter 5). Each requirement is 

discussed briefly in order to gain an understanding of their responsibilities and 

contributions to the system. 

The system was designed by creating a number of UML diagrams—Use Case 

diagrams, class diagrams, sequence diagrams, and collaboration diagrams. The 

diagrams were used to help with the system implementation by providing an 
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overview of the system communications, the messages flows, and the collaboration of 

various objects to fulfil a user’s needs. 

The system was tested through widely-used testing techniques in the software 

engineering fields. Two types of testing approaches were used—white box testing 

(primarily unit testing), and black box testing—from which a number of test cases 

were created. 

Answering the question set by the project was achieved through the findings of the 

literature review and outcome of the test results. The literature review indicated that 

cryptosystem can contribute to file security; however, dongles may not contribute 

effectively. The problems with using dongles highlighted in the literature review 

were overcome during the product development phase. The test results indicated 

that the dongle used in the project contributed towards improving user 

authentication and overall file security. The results also indicated that even if user 

credentials are hacked and a fake dongle is used, then system access is not permitted 

due to the implementation of dongle validation in the system. Therefore, the 

combination of cryptosystems and dongle can be used to protect file security. 

The overall project is evaluated in chapter eight. The success of the project lies in the 

implementation of the user requirements into the system, all the specified objectives 

of the project are met and the project question is answered. However, the author 

highlighted a number of limitations in the literature review and the developed 

prototype which affected the overall project quality. In order to maximize the project 

quality and further prove the question, a number of recommendations are listed in 

the following section. 

9.2 Recommendations  

The project lacks a number of features which could contribute to improving the 

security of files. Those are listed below: 

• Further research on cryptosystems may help to identify further benefits of the 

technology and new features to implement in the product.  

• Further research on the most advanced dongles may help to overcome the 

weaknesses of dongles. For example, using Rockey 4 dongles offers a variety 



62 
 

of increased security, such as write algorithms that are securely stored in the 

dongle; these algorithms could be used within the application.  

• Encrypting dongle content may provide an extra layer of security on the 

software as it will prohibit users from obtaining the actual contents of the 

dongle if they manage to hack into it. It is also recommended to encrypt the 

session contents during user interactions with the system to further avoid the 

possibility of hackers obtaining session contents which contain user login 

details. 

• Implementation of the hash function on files is recommended to increase the 

integrity of files. At present, the files are encrypted using the standard 

implementation of Rijndael; however if a hacker manages to access the files 

and modify the encrypted data, then the file will contain invalid data when it is 

decrypted by a legitimate user. 

• Periodic cryptographic key updates may reduce the risk on the public key 

used to encrypt and decrypt files; the creation of a public key using randomly 

generated numbers is also recommended in order to make the keys stronger. 

• Replicate the uploaded files onto a number of remote servers where direct 

access requires different access credentials. This approach helps to maximize 

the availability of files even if one or more remote server is hacked and the 

files removed. However, this recommendation depends on availability of 

financial, human and technological resources. 

• Finally, an instant update of user files list from the download file section 

would allow logged in users to see the most up-to-date list of files uploaded by 

them. 
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Appendix A. Terms of reference 
Project Title:   How can crypto systems and the use of dongles improve the 

security of backup file on servers? 

Student:  Sardar Jaf 

Supervisor:  Michael Brockway 

Background Information: 
Peter Neumann, a computer scientist, a writer and the ACM Risk forum moderator 

states that “security implies freedom from danger, or more specifically, freedom from 

undesirable events such as malicious and accidental misuse”.  Neumann (1995).  

Some individuals or businesses may require to keep their backup files secure in 

order to use them in the future for recovery purposes, therefore, the confidentiality, 

integrity and availability of files when most needed is necessary to keep them free 

from danger. 

Bishop (2003) defines as “safe guarding confidentiality, integrity and availability of 

data”. The question is how individuals or organisations can keep their backup file 

free from danger, i.e. secure? 

This project primarily aims to answer the above question. It attempts to identify and 

implement possible approaches to improve the safety of backup files via improving 

the security of hardware and application layers used during file backup procedures. 

Applying modern and advanced cryptography techniques could be a viable approach 

to improve the security of backup files. 

Smith (1997) describes cryptography as a mechanism used to make data difficult to 

copy or modify by intruders or forgers. 

Nonetheless, Zotos, and Litke. A(2005) further defines encryption as the process to 

make data unreadable without special knowledge, the objective of such process is to 

enable two parties to communicate with each other without allowing a third party 

understands the meaning of transferred messages. 
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Encrypted data has additional information which is only known by the intended 

recipient and used to understand messages meaning, Goldwasser and Bellare (1999) 

describes encrypted data as those which has additional peace of information which is 

required to get the full meaning of the messages or files and it is not known by 

interceptors. 

Applying crypto techniques to backup files could be used as a suitable option to 

enhance the security of backup files, it makes encrypted files hard for attackers or 

intruder to copy or modify them. 

Furthermore, Peltier (2001) states that “Security encompasses the use of physical 

and logical data access control to ensure the proper use of data and to prohibit 

unauthorized or accidental modification, destruction, disclosure, loss or access to 

automated or manual records and files”. 

Moreover, applying cryptography to files may not be sufficient because it can only 

makes them hard to read by hackers, it can not prohibit them from physical access to 

stored files. Zotos and Litke. A (2005) states that “cryptography generally refer to 

communication between two parties over an insecure channel without letting a third 

party to know what the communication is about”. Therefore, improving the physical 

environment of backup files is another research area in this project. 

A possible approach to physically enhance the security of backup files is to harness 

the use of certain hardware such as dongles to store confidential access information 

of file owners, to assist in prohibiting others from accessing backup file without 

providing access code or information which is stored in dongles. 

During this project a number of advanced encryption standards will be identified and 

evaluated, the evaluation will highlight their strengths and weaknesses, one suitable 

encryption algorithm will be used for implementation in the product prototype. 

Below are some of the encryption algorithms to be evaluated: 

• Twofish 

• Serpent 

• Rijndael 

• Mars 
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• RC-6 

The use of dongles in combination with encryption also be identified and evaluated. 

The author also attempts to identify possible threats introduced by the use of dongles 

on backup files, and possible ways to block such threats. For example, the author will 

examine the fragility of stored confidential data in the dongle if it falls in the wrong 

hand. 

Research Area: 
• Encryption/Decryption Algorithms 

• Hardware contribution to file security 

• Java API Security 

Project Aim: 
To investigate the contribution of cryptography and dongles to file security on online 

backup servers, the research will attempt to find answers to the following questions: 

• How does cryptography contribute to server file security? 

• Are dongles (as hardware) a help or hinders to server file security? 

• What contribution can a combination of dongles and file encryption make to 

backup file security? 

Project Objectives: 
• To identify a number of encryption and decryption algorithms and review 

them. 

• To identify the contribution of selected cryptography to improve the security 

of backup files. 

• To identify and discuss the contribution of dongles to prohibit unauthorised 

access to server files. 

• To specify a system to encrypt/decrypt files, establish connection with an 

allocated server to upload/download files, and make use of a dongle as core 

hardware to improve security hardware. 

• To design and implement the system. 

• To evaluate the contribution of (a) cryptography, (b) dongles, (c) a 

combination of the two; to improve backup file security. 

Project Outline: 
• Introduction. 

• Investigation of current advanced cryptography. (objective 1) 
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• The contribution of cryptography to file security improvement. (object 2) 

• Review the use of dongles for file security. (objective 3) 

• Requirement analysis of the system. (objective 4) 

• Design and Implementation. (objective 5) 

• System Evaluation. (objective 6) 

• Project evaluation. (objective 6) 

• Conclusions and recommendations. 

 
Relationship to course: 
The project will require the skills and knowledge obtained as a result of attending the 

MSC Informatics course. The areas mostly related to the course will be design 

(including UML documentation), system implementation using JAVA programming 

language, project management, and overall project planning. However, the project 

involves working in areas not included in the course scope – such as using JAVA 

Security APIs. 

Resources and Constraints 

Hardware: 

• A personal computer or a laptop. 

• A dongle 

• A printer 

Software: 

• Microsoft office 2003 or higher. 

• Java Development Tools such as BlueJ. 

• Database technologies such as Oracle or MySQL 

 
 
 
 
 
 
 
 
 



 
Schedule of Activities 
 

Source of Information: 
Beker , H and Piper, F. (1982). Cipher Systems, The Protection of Communications. John 

Wiley and Sons. 

Bishop, M., (2003). Computer Security, Art and Science. Addison-Wesley, Boston, MA, 

2003, p.3. 

fleeger C.P, fleeger S.L. (2003). Security in Computing, Third Edition. Prentice Hall, 

div. of Pearson Education Inc., Upper Saddle River, NJ, USA, 2003, p. 29. 

Neumann, P. (1995). Computer Related Risks. ACM Press, New York, NY, USA, 1995. 
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Peltier T. (2001). Information Security Risk Analysis. Auerbach Publications, div. of 

CRC Press LLC, Boca Raton, FL, USA, 2001, p. 266 

Smith R. E. (1997). Internet Cryptography. Addison Wesley Longman Inc. 

Zotos. K and Litke. A. (2005). “Cryptography and Encryption”. (online). Available at 

http://arxiv.org/ftp/math/papers/0510/0510057.pdf (accessed 04.07.2010). 

 

http://arxiv.org/ftp/math/papers/0510/0510057.pdf
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Appendix B. Use Case Descriptions 
File Upload 
Use Case name: Upload File 

Summary: The user select a file on a local machine, then instructs the system to 

upload it onto an allocated server, the system checks that a dongle is connected and 

user is authenticated, it will then  encrypt and uploaded the selected file. 

Actor: System user (human) 

 
Precondition:  

1. A valid dongle is connected 
2. User is logged in 

 
Description: 
Actor      System 

1. User select request to upload a file  

2. The show file select dialog box 

3. User selects a file and request upload 

4.The system check the dongle is 

connected 

5.The system check the dongle is 

connected and authenticate user 

6.The system encrypt the file 

7.The system connect to an allocated 

server and upload the file 

8.The system update user file records 

9.The system notify user of successful 

upload 

Alternatives: 
1. The user did not select a file to upload: the system will display error message 
2. The dongle is not connected: the system request dongle connection 
3. File encryption fails: the system displays error message 

Post condition: 
The selected file is encrypted, uploaded to the allocated remote server, user account 

is updated and user notified. 
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File Download 
 

Use Case name: File Download 

Summary: The user request to download files, the system lists the previously 

uploaded files by the user, the use select a file to download, the system will check for 

the dongle connectivity, and authenticate the user, then it will connect to the server, 

download the file and decrypt it. 

 

Actor: system user (human) 

 
Precondition:  

1. A valid dongle is connected 
2. user is logged in 
3. user uploaded files previously 

 
 
Description: 
Actor     System 

1.User request to download file 

2.The system check the dongle is connected and 

authenticate user 

3.The system list user’s uploaded files 

4.User select a file for download 

5.The system connect to the server 

6.The system download the file 

7.The system decrypt the file 

8.The system notify user of successful download 

Alternatives: 
1. The dongle is not connected: the system request user to connect the dongle 
2. The user did not upload files in the past: the system notify of file unavailability 
3. The user does not select a file for download: the system request user to select 

a file 
4. Server connection fails: the system display error message and user try again 

 
Post Condition: 

1. The selected file is download 
2. Downloaded file is decrypted 
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Update User Detail 
 

Use Case name: Update User Detail 

Summary: The user request to update his/her login detail, the system display a form 

with required data to be inserted by user, the user fills the form and request update, 

the system will then update user detail stored in the dongle and the database.  

 

Actor: system user (human) 

 
Precondition:  

1. A valid dongle is connected 
2. User is logged in 

 
 
Description: 
Actor     System 

1.User request update his/her detail 

2.The system check the dongle is connected and 

authenticate user 

3.The system display a form 

4.User fill the form and request the  

update 

5.The validate the data 

6.The system update user detail 

7.The system notify the user of the result 

Alternatives: 
1. The dongle is not connected: the system request user to connect the dongle 
2. The user did not fill all the required data, the system notify user of missing 

data 
3. Server connection fails: the system display error message and user try again 

 
Post Condition: 
User detail is update in the dongle and the database 



 

Appendix C.  System Class Diagram 

+toByte() : by
+writetoDong
+validateDon
+bufLen() : in
+isDongleFo
+openDongle

-iRetcode : in
-iBlock_index
-dongleID : in
-iTmp : int
-iHandl : int
-iUid : int
-iHid : int
-dongle : byt
-user : byte
-pass : byte
-rocky : JRoc

Dongle

+getNBC() : int
+keySheduler() : short
+shiftRows() : void
+mixColumns() : void
+invMixColumns() : void
+addRoundKey() : void
+DIRECT() : bool
+encrypt() : void
+decrypt() : void
+main() : void

-masterKey : short
-nKC : int
-nBC : int
-nRnds : int
-keySched : short

AES

+setHost() : void
+setUser() : void
+setPassword() : void
+setRemoteFile() : void
+getRemoteFile() : string
+connect() : bool
+uploadFile() : string
+downloadFile() : string

-mClient
-user : string
-password : string
-remoteFile : string
-aes : File Conversion
-util : Utilty
-dngValidation : Dongle Validation
-userLogin : User Authentication

File Transfer

+encryptFile() : bool
+decryptFile() : void
-copyBLK() : void
-xorBLK() : void
-writeBlk() : void
-encrypt() : int
-decrypt() : int

-BLKSZ : int

File Conversion

+makeConn
+takeDown

#connection
#stmt
#resultSet
#metaData
+URL

J

+stringDate() : string
+addFile() : bool
+getFiles()

-result

Utilty

+GF256()
-mulPoly() : 
-highestlbit()
+reduce() : i
+product() : 
-deg() : int
-divPoly() : v
+reciprocal()
+doTable() :
+main() : voi

-REDUCTPO

GF25

+getDongleI
+setDongleI
+getUsernam
+setUsernam
+getPasswo
+setPasswo
+isDongleFo
+logUserIn()
+createUser
+isSessionA
+validateSes
+logUserOu

+dongleID : 
+username :
+password :

User Au

1

1 1

1

1

1

1

1
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+getFrameTitle() : string
+setFrameTitle() : void
+addComponentToPane() : void
+actionPerformed() : void
#createAndShowGUI() : void
+main() : void
+shutDown() : void

-title
-fileUploadBtn
-fileDownloadBtn
-UpdateDetailBtn
-quitBtn : AES
-fileUploadPanel : string
-fileDownloadPanel : string
-userDetailPanel : string

File Mangement GUI

te
le() : bool
gleUser() : bool
t

und() : int
() : int

t
 : int
t

e

ky2

 Validation

+getDongleID() : int
+getUsername() : string
+getPassword() : string
+setdongleID() : void
+setUsername() : void
+setPassword() : void
+getUser() : bool
+updateUserLogin() : bool
+addUser() : bool
+cleanup() : void

-dongleID : int
-username : string
-password : string

User Management

ection() : bool
() : void

DBC

JRocky2

int
 : int
nt
int

oid
 : int
 void
d

LY : int

6

D() : string
D() : void

e() : string
e() : void

rd() : string
rd() : void
und() : bool
 : bool
Session() : bool
vailable() : bool
sion() : bool

t() : void

string
 string
 string

thentication

#authenticateUser() : bool
-makeFrame() : void
+actionPerformed() : void
-validateData() : bool
+logout() : void

-dongleIDJTextField
-usernameJTextField
-passwordJTextField
-loginBtn
-cancelBtn
-dongleIDLbl
-usernameLbl
-passwordLbl
-headerLbl

User Login Panel

-makeFrame() : void
+fileList()
+actionPerformed() : void

-downloadLbl : void
-downloadBtn : void
-userLoginPanel : User Login Panel
-util : Utilty
-result : Utilty

File Download Panel

-makeFrame() : void
+actionPerformed() : void

-uploadLbl
-uploadBtn
-userLoginPanel : User Login Panel

File Upload Panel

+makeFrame() : void
+actionPerformed() : void
-validateData() : bool

-dongleIDJTextField
-oldUsernameJTextField
-oldPasswordJTextField
-usernameJTextField
-passwordJTextField
-updateBtn
-clearBtn
-dongleIDLbl
-olderUsernameLbl
-oldPasswordLbl
-usernameLbl
-passwordLbl
-userLoginPanel : User Login Panel
-user : User Management

User Detail Panel

1

10..*

1

1

1

*

1

*
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File Download 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Update User Detail 
user

User Update GUI User Authentication Dongle Validation User Management

update detail

authenticate user
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find dongle

user valid

get data

send data

find user detail
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update user detail
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Appendix E  Collaboration Diagram 
File Upload 

 
 
File Download 
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Update User Detail 
Logged in User

User Update

Dongle Validation
User Management

User 
Authentication

1:updateDetail() 1.1:authenticateUser()

1.2:updateDetail() 1.1.1:validateDongle()
1.1.2: dongleOK()

1.1.3: userValid()

1.2.1:detailUpdated()
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Appendix F  System User Interface 
Login Screen 

 
 
User Login Error 

 

 

 

 

 

 

 
File Upload Screen 
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File Upload Success Message 
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File Download Screen 
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File Download Success Message 
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Update User Detail Screen 
 

 

 

 

 

 

 

 

 

 

Update User Detail Error Message 

 

 

 

 

 

 

 

 



Update User Detail Success Message 
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User logout/Exit 
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Appendix G  System Tests 

User Login 
ID Description Pre-Condition Test Data Expected Result 
1 The user enters all 

the login details 
and request access 
to the system 

A register dongle is 
plugged in, the 
database server is 
running and the 
users database is 
populated 

Enter the followings: 
Enter dongle number:  
-1489824720 
Enter username: 
username11 
Enter password: 
password11 

The system will log user in 
and display the main 
system screen for user 
transfer and update their 
detail. 

2 The user does not 
complete fill in all 
the required boxes 
in the login form 

A register dongle is 
plugged in, the 
database server is 
running and the 
users database is 
populated 

Enter the following values 
Enter dongle number: 
-1489824720 
Username: 
Password: password11 

The system should display 
an error message inform 
user that some data is 
missing 

3 The user enters all 
the required data, 
however, some 
data is not correct 

A register dongle is 
plugged in, the 
database server is 
running and the 
users database is 
populated 

Enter the followings: 
Dongle number:  23456789 
Username: invalid 
Password: invalid 

The system should not log 
user in, it should display 
an error message. 

4 The user enter all 
the required data 
whilst not dongle is 
plugged in 

No dongle is 
connected to the 
machine 

Enter the following:  
Dongle number:  23456789 
Username: username11 
Password: password11 

The system should display 
an error message 
informing user that not 
dongle is connected 

5 the user attempts 
to access the 
system whilst the 
database server is 
not running 

A register dongle is 
plugged in, but 
database server is 
NOT running 

Enter the following:  
Dongle number:  23456789 
Username: username11 
Password: password11 

The system should display 
an error message 
informing user that the 
database is  not available 

6 The user lunch the 
system, but then 
exits the system by 
clicking on the 
“Exit” button 

The system is 
running 

Click on the “Exit” button 
and then click “Yes” button 
to confirm 

The system should exit 
request user to confirm 
the exit action, and then 
terminate the program. 
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7 The user creates a 
session file with a 
hacked login 
details and place it 
in the correct 
folder of the of the 
installation 
directory to bypass 
the login process 

A session file is 
created and placed 
in the installation 
folder  

Create a file with the 
following data: 
-1489824720 
username11 
Password11 
 

The system should display 
an error message that a 
dongle is not plugged in 

8 The user tries to 
login using an 
unregistered 
dongle 

User is logged out 
An unregistered 
dongle is plugged in 

Enter the followings: 
Enter dongle number:  
-1489824720 
Enter username: 
username11 
Enter password: 
password11 

The system display an 
error message 

Upload File 
ID Description Pre-Condition Test Data Expected Result 
1 The logged in user 

attempts to upload 
a local file 

The user is logged 
in and a register 
dongle is plugged in 

Click on the “file Upload” 
button 
Click on the “Upload” 
button  
select a file and click “open” 
button 

The system should make 
upload an encrypted copy 
of the file and inform user 
about it 

2 The logged in user 
attempts to upload 
a file whilst no files 
are selected 

The user is logged 
in and a registered 
dongle is plugged in 

Click on the “file Upload” 
button 
Click on the “Upload” 
button, 
Do  not select any files and 
click “Cancel” 

The system should display 
an error message informing 
user that no files were 
selected for upload 

3 The logged in user 
attempts to upload 
a file while the 
dongle is not 
plugged in 

The user is logged 
in but the dongle is 
un-plugged 

Click on the “file Upload” 
button 
Click on the “upload” 
button 

The system should log user 
out and display the login 
screen 

4 The logged in user 
attempts to upload 
an unsupported file 

The user is logged 
in and a registered 
dongle is plugged in 

Click on the “file Upload” 
button 
Click on the “Upload” 
button  
select an image file and 
click “open” button 

The system should display 
an error message on the 
screen 

5 The logged in user 
attempts to upload 
a file whilst no 
internet connect 
exists 

The user is logged, a 
registered dongle is 
plugged in, but 
there is not internet 
connect 

Click on the “File Upload” 
button 
Click on the “Upload” 
button 
Select a file and click on the 
“Open” button 

The system should display 
an error informing user of 
internet connection 
problem 
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Download File 
ID Description Pre-Condition Test Data Expected Result 
1 The user attempts 

to download a file 
from a list 

The user is logged 
in, a register dongle 
is plugged in, and 
some file are 
previously 
uploaded 

Click on the “File 
Download” button 
Select a file from the list 
Click on the “Download “ 
button 

The files should be 
downloaded for user and 
decrypted 
A confirmation message is 
also displayed for user 

2 The user attempt to 
download a file 
whilst no file were 
uploaded 

The user is logged 
in, a register dongle 
is plugged in, and 
some file are 
previously 
uploaded 

Click on the “File 
Download” button 
Click on the “Download” 
button 

The system should display 
an error message asking 
user to select a file 

3 The user attempt to 
download a file 
whilst there is not 
internet connection 

The user is logged 
in, a register dongle 
is plugged in, and 
some file are 
previously 
uploaded 

Click on the “File 
Download” button 
Select a file from the list 
Click on the “Download “ 
button 

The system should display 
an error message informing 
user of connection error 

4 The user attempts 
to download a file 
whilst the dongle is 
un-plugged 

The user is logged 
in 
Some files are 
previously 
uploaded 
the dongle in un-
plugged 

Click on the “File 
Download” button 
Select a file and click on the 
“Download” button 

The system should display 
the login screen to the user 
instead of downloading the 
file 



89 
 

 

 

 

 

Update user detail 
ID Description Pre-condition Test Data Expected Result 
1 The user attempts 

to update their 
detail by 
providing wrong 
detail 

The user is logged 
in  
aregistered 
dongle is 
connected 
The database 
server is running 
and the users 
database is 
populated 

Click on “Update User 
Detail” 
Enter the following detail 
-1489824720 
Username11 
Password22 
newusername 
newpassword 
Click on “Update” button 

The system should 
display an error message 
informing user that it did 
not find any user for the 
inserted data 

2 The user attempts 
to update their 
detail by not 
filling all the 
required data 

The user is logged 
in and a 
registered dongle 
is connected 

Enter the following data 
-1489824720 
Username11 
Password22 
Leave the rest of the 
fields empty 
Click on “Update” button 

The system should 
request user to enter all 
the required data 

3 The user attempt 
to update login 
detail by 
providing the 
correct required 
data 

The user is logged 
in and a 
registered dongle 
is plugged in 
The database 
server is running 
and the users 
database is 
populated 

Click on “Update User 
Detail” button 
Enter the following data 
-1489824720 
username11 
passwrod11 
username22 
password22 

The system should 
update user detail and 
show success message 

4 The user 
attempted to login 
using the new 
updated detail 

The user has 
update the login 
detail 
The user is not 
logged in. 
A register dongle 
is plugged in 
The database 
server is running 
and the users 
database is 
populated 

Enter the followings: 
Enter dongle number: 
 -1489824720 
Enter username: 
username22 
Enter password: 
password22 

The system will log user 
in and display the main 
system screen for user 
transfer and update their 
detail. 
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Samples of Unit testing codes 
/** 
 * This class includes a number of test methods to test units of codes within class 
* @author  Sardar Jaf 
 * @version 12.05.2011 
 */ 
public class UserAuthenticationTest extends junit.framework.TestCase 
{ 
    private UserAuthentication userAuth1;     
    /** 
     * Default constructor for test class UserAuthenticationTest 
     */ 
    public UserAuthenticationTest() 
    { 
    } 
    /** 
     * Sets up the test fixture, it is used to set values for some initial variable if is 
needed to  
     * the class without calling individual methods to set them 
     * Called before every test case method. 
     */ 
    protected void setUp() 
    { 
        userAuth1 = new UserAuthentication(); 
        userAuth1.setDongleID("-1489824720"); 
        userAuth1.setUsername("username11"); 
        userAuth1.setPassword("password11"); 
        userAuth1.logUserIn("-1489824720", "username11", "password11"); 
    } 
 
    /** 
     * Tears down the test fixture. 
     * Called after every test case method. 
     */ 
    protected void tearDown() 
    { 
    } 
    /** 
     * the dongle ID is set by calling the get dongle ID method, values are used to check 
if the 
     * method returns the correct value 
     */ 
    public void testGetDongleID() 
    { 
        assertEquals("-1489824720", userAuth1.getDongleID()); 
        assertSame("-1489824720", userAuth1.getDongleID()); 
        assertNotSame("1489824721", userAuth1.getDongleID()); 
        assertNotNull(userAuth1.getDongleID()); 
    } 
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    /** 
     * this method is used to set the dongle ID value 
     */ 
    public void testSetDongleID() 
    { 
        UserAuthentication userAuth1 = new UserAuthentication(); 
        userAuth1.setDongleID("-1489824720"); 
    } 
    /** 
     * setting the username to certain value 
     */ 
    public void testSetUsername() 
    { 
        UserAuthentication userAuth1 = new UserAuthentication(); 
        userAuth1.setUsername("username11"); 
    } 
    /** 
     * get the username and check if it is the same as the username value that was 
previously set 
     */ 
    public void testGetUsername() 
    { 
        assertEquals("username11", userAuth1.getUsername()); 
        assertSame("username11", userAuth1.getUsername()); 
        assertNotSame("username22", userAuth1.getUsername()); 
        assertNotNull(userAuth1.getUsername()); 
    } 
    /** 
     * setting password value to certed parameter 
     */ 
    public void testSetPassword() 
    { 
        userAuth1.setPassword("password11"); 
    } 
    /** 
     * check the values set for the username 
     */ 
    public void testGetPassword() 
    { 
        assertEquals("password11", userAuth1.getPassword()); 
        assertSame("password11", userAuth1.getPassword()); 
        assertNotSame("password22", userAuth1.getPassword()); 
        assertNotNull(userAuth1.getPassword()); 
    } 
    /** 
     * test if the user can be successfully logged in by the values set for the dongleID, 
username, 
     * and password 
     */ 
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    public void testLogUserIn() 
    { 
        assertEquals(true, userAuth1.logUserIn("-1489824720", "username11", 
"password11")); 
    } 
    /** 
     * check if a dongle is connected, and check if the method returns the correct value 
     */ 
    public void testIsDongleFound() 
    { 
        try 
        { 
            UserAuthentication userAuth1 = new UserAuthentication(); 
            assertEquals(true, userAuth1.isDongleFound()); 
        }catch(Exception ex) 
        { 
            System.out.println(ex.toString()); 
        } 
    } 
    /** 
     * check if the session is set and available by checking the returned value from the 
method 
     */ 
 public void testIsSessionAvailable() 
 { 
     try 
     { 
         assertEquals(true, userAuth1.isSessionAvailable()); 
     }catch(Exception ex) 
        { 
            System.out.println(ex.toString()); 
        } 
 } 
 /** 
  * check the returned value from the validate session method, if its true, then 
the session is  
  * valid, otherwise, its not valid 
  */ 
 public void testValidateSession() 
 { 
  assertEquals(true, userAuth1.validateSession()); 
 } 
 
 /** 
  * create a new session by sending dongleID, username and password, if the 
method returns true, 
  * then the session is created, otherwise, it is not created 
  */ 
 public void testCreateUserSession() 
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 { 
     try 
     { 
         assertEquals(true, userAuth1.createUserSession(1489824720, 
"username11", "password11")); 
         }catch(Exception ex) 
        { 
            System.out.println(ex.toString()); 
        } 
 } 
} 
 

User Management Testing Codes 
/** 
 * The class tests the functionalities for getting and update user details 
 * @author  Sardar Jaf 
 * @version 12.05.2011 
 */ 
public class UserManagementTest extends junit.framework.TestCase 
{ 
    /** 
     * Default constructor for test class UserManagementTest 
     */ 
    public UserManagementTest() 
    { 
    } 
    /** 
     * Sets up the test fixture. 
     * 
     * Called before every test case method. 
     */ 
    protected void setUp() 
    { 
    } 
    /** 
     * Tears down the test fixture. 
     * 
     * Called after every test case method. 
     */ 
    protected void tearDown() 
    { 
    } 
    /** 
     * this test to check if the user detail could be obtain by provding the require 
parameters 
     * such as dongle ID, username, and password, it should return true is the user is 
found 
     */ 



94 
 

    public void testGetUser() 
    { 
        try 
        { 
            UserManagement userMana1 = new UserManagement(); 
            assertSame(true, userMana1.getUser("-1489824720", "username11", 
"password11")); 
            assertEquals(true, userMana1.getUser("-1489824720", "username11", 
"password11")); 
            assertNotNull(userMana1.getUser("-1489824720", "username11", 
"password11")); 
            assertNotSame(false, userMana1.getUser("-1489824720", "username11", 
"password11")); 
        }catch(Exception ex) 
        { 
            System.out.println(ex.toString()); 
        } 
    } 
    /** 
     * this method update the user detail by provding a number of parameters 
including dongle ID, username and password 
     * it should return true is it is updated successfully otherwise false. 
     */ 
 public void testUpdateUser() 
 { 
     try 
     { 
         UserManagement userMana1 = new UserManagement(); 
         assertEquals(true, userMana1.updateUserLogin("-1489824720", 
"username12", "password12", "username11", "password11")); 
         assertEquals(true, userMana1.updateUserLogin("-1489824720", 
"username11", "password11", "username12", "password12")); 
     }catch(Exception ex) 
        { 
            System.out.println(ex.toString()); 
        } 
 } 
} 
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Appendix H  JAVA Codes 

Dongle Validation 

/** 
 * this class includes a number of operations to validate dongle, update its contents  
 * it extends the JDBC functionality to use its operations 
 */ 
import java.sql.*; 
import java.io.*; 
import java.io.InputStream.*; 
public class DongleValidation extends JDBC{ 
    int  iRetcode,iBlock_index,dongleID,iTmp,iHandle; // declare required integer 
variables 
    int[]  iUid = new int[1], iHid = new int[1]; // declares interger array variable 
    byte[] cBuffer = new byte[512], cTmp = new byte[20]; // declare byte array 
variables 
    String strTmp,username,password; // declare string variables 
    byte[] dongle = new byte[512]; 
    byte[] user = new byte[512]; 
    byte[] pass = new byte[512]; 
    JRockey2 rockey = new JRockey2(); 
    BufferedReader br = new BufferedReader(new InputStreamReader(System.in)); 
    public DongleValidation(){ super(); } 
    /** 
     * write data to the dongle to overwrite existing user login detail 
     * @param   int dongle ID 
     * @param   String username 
     * @param   String password 
     * @return  boolean true if data is written ok 
     */ 
    public boolean writeToDongle(int dongleID,String username,String password){ 
        int dongle = isDongleFound(); // get the value found dongle 
        boolean isSuccess = false; 
        // if greater than 0, dongle is found, we need to open based on the dongle id in 
the session file 
        if(dongle > 0){ 
            iRetcode = rockey.RY2_Open(1, dongleID, iHid); 
            iHandle = iRetcode; 
            try{ 
                // get the data as as byte 
                String b = Integer.toHexString(dongleID); 
                byte[] did = b.getBytes(); 
                user =  username.getBytes();  
                pass = password.getBytes(); 
                int intUsername = (username.getBytes()).length; 
                int intPassword = (password.getBytes()).length; 
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                // clean up the data 
                if(user[intUsername-1] == 0xa) { 
                    user[intUsername-1] = 0; 
                } 
                if(user[intPassword-1] == 0xa){ 
                    user[intPassword-1] = 0; 
                } 
                iRetcode = rockey.RY2_Write(iHandle, 1, user); // write to the first block in 
the dongle 
                iRetcode = rockey.RY2_Write(iHandle, 2, pass); // write to the second block 
in the dongle 
                if (iRetcode < 0){ 
                    System.out.println("ERROR: not writing" + Integer.toHexString(iRetcode)); 
                }else{ 
                    isSuccess = true; 
                }  
            } 
            catch(Exception e){ 
                isSuccess = false; 
            } 
            rockey.RY2_Close(iHandle); 
        } 
        return isSuccess; 
    } 
    /** 
     * validate the connected dongle against the received data 
     * @param   int dongle id 
     * @param   String  username 
     * @param   String password 
     * @return  true if the dongle is valid 
     */ 
    public boolean validateDongleUser(int dongleID,String username,String password{ 
        boolean isValidUser = false; 
        int dongle = isDongleFound(); 
 
        if(dongle > 0){ 
            try{  
                iRetcode = rockey.RY2_Open(1, dongleID, iHid); 
                if (iRetcode < 0){ 
                    return isValidUser = false; 
                } 
                else {  
                    int id = rockey.RY2_Read(iHandle, 0, cBuffer); 
                    String ID = new String(cBuffer, 0, BufLen(cBuffer, 512)); 
                    int intID = Integer.parseInt(ID); 
                    int username1 = rockey.RY2_Read(iHandle, 1, cBuffer); 
                    String user = new String(cBuffer, 0, BufLen(cBuffer, 512)); 
                    int password1 = rockey.RY2_Read(iHandle, 2, cBuffer); 
                    String pass = new String(cBuffer, 0, BufLen(cBuffer, 512)); 
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                    if(intID==dongleID && user.equals(username) && 
pass.equals(password)){ 
                        isValidUser = true; 
                    } 
                } 
            } 
            catch(Exception e){ 
                isValidUser = false; 
            } 
            finally{ 
                rockey.RY2_Close(iHandle); 
            } 
        } 
        return isValidUser; 
    } 
    // find blank character in buf, and reture the length. 
    public static int BufLen(byte[] buffer, int len){ 
        int i=0; 
        for(i=0;i<len && buffer[i]!=0;i++); 
        return i; 
    } 
    /** 
     * check if a dongle is connected to the machine 
     * @return  int positive, 0 or negative number 
     */ 
    public int isDongleFound(){ 
        iRetcode = rockey.RY2_Find(); 
        if (iRetcode < 0) { 
            return -1; 
        } 
        else if (iRetcode == 0){ 
            return 0; 
        } 
        return iRetcode; 
    } 
    /** 
     * convert an interget to array of bytes 
     * @param   int value 
     * @return  array of bypes 
     */ 
    public static byte[] toByte(int value){ 
        byte[] b = new byte[512]; 
        for(int i = 0; i<4; i++){ 
            int offset = (b.length-1 - i) * 512; 
            b[i] = (byte) ((value >>> offset) & 0xFF); 
        } 
        return b; 
    } 
    /** 
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     * open the dongle by using its number, ID and handler 
     * @param   int connected dongle number 
     * @param   int dongle id 
     * @param   int handler 
     */ 
    public int openDongle(int dongleNumber,int uid, int[] hid){ 
        int result = rockey.RY2_Open(dongleNumber, uid, hid);  
        rockey.RY2_Open(rockey.AUTO_MODE, 1, iHid); 
        return result; 
    } 
} 

File Conversion 

/* FileConversion 
 * Use a 128-bit AES instance in CBC mode to encrypt or decrypt a file. 
 * Usage: java AESFileCBC{e|d} <file path> <key(hex)> <init vector> 
 * @Author      M J Brockway March 09 
 * Modified by  Sardar Jaf 
 * version      28.03.2011 
 */ 
import java.io.*; 
public class FileConversion { 
  private static final int BLKSZ = 4; //num columns in data, key blocks 
 
  public static boolean encryptFile(String fileName)throws IOException 
  { 
      try{ 
        InputStream is = new BufferedInputStream(new FileInputStream(fileName)); 
        if (is == null) { 
          return false; 
        } 
        OutputStream os = new BufferedOutputStream(new 
FileOutputStream("converted/"+fileName)); 
        if (os == null) { 
          return false; 
        } 
        AES aes = new AES("6943746857136528413652803742062", BLKSZ, BLKSZ); 
        short[][] iv = AES.getBlk("6204856348303542035499541209548", BLKSZ);    
        int ctr = 0; 
        long startTm = System.nanoTime();     
        ctr = encrypt(aes, iv, is, os); 
        long duration = (System.nanoTime() - startTm)/1000; 
        //System.out.printf("%d blocks written; time = %d us\n", ctr, duration); 
        is.close(); 
        os.close(); 
    }catch(Exception ex){ 
        System.out.println(ex.toString()); 
        return false; 
    }    
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   return true; 
  } 
  public static void decryptFile(String fileName) throws IOException{ 
      try{ 
        InputStream is = new BufferedInputStream(new 
FileInputStream("tmp/"+fileName)); 
        if (is == null) { 
          System.out.println("Could not open input file."); 
          return; 
        } 
        OutputStream os = new BufferedOutputStream(new 
FileOutputStream("downloads/"+fileName)); 
        if (os == null) { 
          System.out.println("Could not open output file."); 
          return; 
        } 
        AES aes = new AES("6943746857136528413652803742062", BLKSZ, BLKSZ); 
        short[][] iv = AES.getBlk("6204856348303542035499541209548", BLKSZ); 
        int ctr = 0; 
        long startTm = System.nanoTime();  
     
        ctr = decrypt(aes, iv, is, os); 
        long duration = (System.nanoTime() - startTm)/1000; 
        System.out.printf("%d blocks written; time = %d us\n", ctr, duration); 
        is.close(); 
        os.close();  
        } 
  } 
  /* assume the matrices are 4 X BLKSZ */ 
  private static void copyBlk(short[][] tgt, short[][] x) { 
    for (int i = 0; i < 4; i++) 
      for (int j = 0; j < BLKSZ; j++) 
        tgt[i][j] = x[i][j]; 
  } 
  private static void xorBlk(short[][] tgt, short[][] x) { 
    for (int i = 0; i < 4; i++) 
      for (int j = 0; j < BLKSZ; j++) 
        tgt[i][j] ^= x[i][j]; 
  } 
  private static void writeBlk(short[][] blk, OutputStream os) throws IOException { 
    if (blk.length != 4 || blk[0].length != BLKSZ) 
      throw new ArrayIndexOutOfBoundsException("Invalid block dimensions"); 
 
    for (int j = 0; j < BLKSZ; j++) 
      for (int i = 0; i < 4; i++) 
        os.write(blk[i][j]); 
  } 
  private static int encrypt(AES aes, short[][] iv, 
          InputStream is, OutputStream os) throws IOException { 
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    short[][] blk = new short[4][BLKSZ], 
             cblk = new short[4][BLKSZ]; 
    copyBlk(cblk, iv);     //cipher block initialised to iv 
    int nextByte = is.read(), i = 0, j = 0, blkCtr = 0;  
    while (nextByte > -1) { //not EOF ... 
      blk[i][j] = (short)nextByte; 
      i++; 
      if (i == 4) { 
        i = 0; j++; 
      } 
      if (j == BLKSZ) {       // a complete block 
        xorBlk(blk, cblk);    // XOR with last cipher block 
        aes.encrypt(blk);     // encrypt it 
        writeBlk(blk, os);    // and write it to output file. 
        blkCtr++; 
        if (blkCtr % 128 == 0) 
          System.out.print("\r"+blkCtr+"\r"); 
        copyBlk(cblk, blk);   //cipher block to feed to next block 
        i = 0; j = 0;         //re-initialize block 
      } 
      nextByte = is.read(); 
    } //end while 
    if (i > 0 || j > 0) {     // A part-block remains 
      do { 
        blk[i][j] = 0; i++;   // pad it with nulls ... 
        if (i == 4) { 
          i = 0; j++; 
        } 
      } while (j < BLKSZ); 
      xorBlk(blk, cblk);      // XOR with last cipher block 
      aes.encrypt(blk);       // encrypt it 
      writeBlk(blk, os);      // and write it to output file. 
      blkCtr++; 
    } //end if 
 
    return blkCtr; 
  } //end encrypt 
 
  private static int decrypt(AES aes, short[][] iv, 
          InputStream is, OutputStream os) throws IOException { 
             short[][] blk = new short[4][BLKSZ], 
             cblk = new short[4][BLKSZ], 
             oblk = new short[4][BLKSZ]; 
             copyBlk(oblk, iv);     //cipher block initialised to iv 
    int nextByte = is.read(), i = 0, j = 0, blkCtr = 0;  
    while (nextByte > -1) { //not EOF ... 
      blk[i][j] = (short)nextByte; 
      i++; 
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      if (i == 4) { 
        i = 0; j++; 
      } 
      if (j == BLKSZ) {       // a complete block 
        copyBlk(cblk, blk); 
        aes.decrypt(cblk); 
        xorBlk(cblk, oblk); 
        writeBlk(cblk, os); 
        copyBlk(oblk, blk);   //block to XOR with next block 
        blkCtr++; 
        if (blkCtr % 128 == 0) 
          System.out.print("\r"+blkCtr+"\r"); 
        i = 0; j = 0;         //re-initialize block 
      } 
      nextByte = is.read(); 
    } //end while 
 
    if (i > 0 || j > 0) {     // A part-block remains 
      do { 
        blk[i][j] = 0; i++;   // pad it with nulls ... 
        if (i == 4) { 
          i = 0; j++; 
        } 
      } while (j < BLKSZ); 
      copyBlk(cblk, blk); 
      aes.decrypt(cblk); 
      xorBlk(cblk, oblk); 
      writeBlk(cblk, os);      // and write it to output file. 
      blkCtr++; 
    } //end if 
    return blkCtr; 
  } //end decrypt 
} 

JDBC 

/** 
 * This is an abstract class, it deals with all database requests  
 * such as connecting to mysql, query execution and so on,  
 * @author Sardar JAf 
 * @version 16.03.2011 
 */ 
import java.sql.*; 
import java.io.*; 
public  class JDBC { 
    // decalre connection, statement, and url variales 
    String username = "root"; 
    String password = "sj112879"; 
    protected Connection connection = null; 
    protected Statement stmt = null; 
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    protected ResultSet resultSet = null; 
    protected ResultSetMetaData metaData = null; 
    static final String URL = "jdbc:mysql://localhost/cryptosystems"; 
    // JDBC constructor 
    public JDBC(){ 
        // empty constructor 
    } 
    // define connection method to conect to mysql database 
    public boolean makeConnection() throws Exception{ 
        try  {             
            // get mysql driver 
            Class.forName ("com.mysql.jdbc.Driver").newInstance(); 
            // get connection 
            connection = DriverManager.getConnection(URL, username, password); 
            // create statement 
            stmt = connection.createStatement(); 
            //System.out.println(stmt); 
            return true; 
        } 
        // catch any exception that may occure 
        catch(SQLException sqlex){ 
            // display error message 
            return false; 
        } 
        // catch any exception that may occure 
        catch(Exception ex)  { 
            // display error message 
            return false; 
        } 
    } // end of method 
 
    // mehtod to disconnect from database 
    public boolean takeDown() throws Exception  { 
        try{ 
            // close database connection 
            connection.close(); 
            return true; 
        } 
        // catch any exception that may occure 
        catch(Exception ex)  { 
            // display error message 
            return false; 
        } 
    } 
} 
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